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Mpegucnosue

Llenm n npmHumnel ctaHaapTmsaumm B Poccuickon ®eaepaunm yctaHoBneHbl egepanbHbim
3akoHOoM oT 27 aekabpsa 2002 r. N 184-93 "O TexHM4ECKOM perynmpoBaHun”, a npaBuna npMMeHeHus
HaunoHanbHbIX cTaHaapToB Poccuiickon Pepepaumm - FTOCT P 1.0-2004 "CtaHgapTm3aums B
Poccuiickon ®enepaunn. OCHOBHbIE MNONOXEHNS"

CBegeHusa o CTaHAapTe

1 NMOAIOTOBJIEH ®enepanbHbiM rocyaapCTBEHHbIM yupexaeHuem "focyaapCTBEHHbIN Hay4HO-
nccnegoBaTenbCKUN UCMbITaTeNbHbIN MHCTUTYT NpobrnemM TeXHUYECKON 3almTbl MHOpMaLL
denepanbHON CryxObl MO TEXHUYECKOMY M 3KCNOPTHOMY KOHTpono" (PIrY "THANU MT3UN CTIK
Poccun") n ObLecTBoM ¢ orpaHUYEHHOM OTBETCTBEHHOCTLIO "Hay4yHO-Nnpor3BoaCcTBEHHAsA dmpma
"Kpuctann" (OO0 "HIMN® "Kpuctann") Ha ocHoBe COBCTBEHHOIO ayTEHTMYHOIO Nepesoja cTaHaapTa,
yKa3aHHoro B nyHkre 4

2 BHECEH YnpaBneHnem TexXHNYeCKOoro perynmpoBaHuns U ctaHgaptusauum degepasnbHoro
areHTCTBa N0 TEXHNYECKOMY PEryriMpoBaHUio 1 METPOSIOrK

3 YTBEPXXJEH 1 BBEOEH B JEMCTBWE [Npuka3zom PegepansHOro areHTcTBa No TEXHUYECKOMY
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perympoBaHuio 1 MeTponoriu oT 27 aekadpsa 2006 r. N 375-cT

4 HacTosauwmi cTaHgapT naeHTndeH mexayHapogHomy ctangapty MCO/MAK 27001:2005
"ndopmaumoHHas TexHonorusa. Metoabl 1 cpeacTea obecneveHus 6esonacHocTn. Cuctemsl
MeHeXMeHTa nHdopmMaLmoHHon 6e3onacHocTu. TpebosaHus" (ISO/IEC 27001:2005 "Information
technology - Security techniques - Information security management systems - Requirements").

Mpn NpUMEHEHMN HACTOSILLErO CTaHAapTa peKOMeHAYyeTCA NCNOMb30BaTb BMECTO CChISIOYHOro
MEeXOYHaApOAHOro cTaHgapTa COOTBETCTBYOWLMA eMy HauMoHanbHbIN cTaHaapT Poccunckon ®egepaumu,
CBeAEeHNs1 0 KOTOPOM NMpUBEAEHbI B LOMOSTHATENBHOM NpurioxeHun D

5 BBEOEH BINEPBbIE

UHbopmayusi 06 usMeHeHUsIX K HacmosiueMy cmaHdapmy rybrukyemcs 8 exe200H0 usdasaeMoM
UHGbopMayUoOHHOM yKadamersie "HayuoHarnbHble cmaHOapmbl”, @ mekcm u3MeHeHUU U rnorpasok - 8
exeMecs4YHo uzdasaeMbix UHGhOPMaUUOHHbIX yKka3damernsx "HayuoHanbHele cmaHOapmel”. B criyyae
nepecmMompa (3ameHbl) unu ommeHbl Hacmosiu,e2o cmaHdapma coomeemcmaytoujee ygeedoMmreHue
6ydem orybriukosaHo 8 exxeMecsiHHO uzdasaeMoM UHGOopMayUOHHOM yKa3amersie "HayuoHarbHble
cmaHOapmel”. Coomeemcmeyrowasi UHghopmayusi, yeedoMieHUe U meKcmabl pa3mMeuw,atomces makxe 8
UHGbopMayUOHHOU cucmeme obuiez2o rorb308aHuUsl - Ha oguyuanbHoM catime PedeparibHo20
azeHmcemaa ro mexHU4eCcKoMy pe2ynuposaHuro U Memporsioauu 8 cemu MIHmepHem

0 BeBeaeHue

0 Beepenwue

0.1 O6LwWme nonoxeHusa

HacTosawmn ctangapTt noaroToBEH B Ka4ecTBe Mogeny Ans pa3paboTku, BHEOPEHMS,
YHKLIMOHMPOBAHUS, MOHUTOPWHIA, aHanM3a, Noa4aEePXKN 1 YIydLIEHNS] CUCTEMbI MEHEOKMEHTA
nHdopmavrmoHHom 6esonacHocTn (CMUB). BHegpeHne CMUE siBnseTcs cTpaTternyeckmm pellueHmem
opraHusauuun. Ha npoektupoBanune n BHeapeHme CMAB oprannsauunm BnnsaoT noTpebHOCTN 1 Lenm
opraHusaumu, TpeboBaHnss 6e30nacHOCTU, UCMONb3yeMble MPOoLeCChl, a Takxe MacLuTabbl
AEeATeNnbHOCTU U CTPYKTYpa opraHu3aumu. [NpegnonaraeTcs, YTO BblLleyKa3aHHble bakTopbl U
noanepvBatoLLMe X cucTeMbl 6yayT N3amMeHsaTbLCA BO BpeMeHu. Npegnonaraetcs Takxe, 4yTo CMAB
OyaeT U3MeHsITbCS NPONOpLMOHaNbHO NOTPEOHOCTSAM opraHM3aumu, T.e. 49 NPoCTOn CUTyaumm
noTpebyeTcsa npocToe peLleHne no peanmauumn CMUB.

MonoXxeHnst HacToALLEro CTaHOgapTa MoryTt ObITb MCNOMbL30BaHbI Kak BHYTpPU OpraHn3auunn, Tak n
BHELLHMW OopraHn3auunamMmmn gna oueHKn COOTBETCTBUA.

0.2 NMpoueccHbIM noaxon

HacTtoswmn ctaHgapT npegnonaraet UCNosb30BaTh NPOLLECCHBIV NOAX0A Ana pa3paboTky,



BHeapeHus, obecrneveHns oyHKLMOHNPOBAHWS, MOHUTOPWHIA, aHanu3a, nogaepxku n ynyydwexdna CMAB
opraHusaumu.

[lns ycnewHoro goyHKLMOHMPOBaHMS OpraHu3aLmst 4oShkHa ONpPeaenvTb U OCYLLECTBUTb MEHEAKMEHT
MHOFOYMCIEHHbIX BUOOB AeATEeNbHOCTU. [leaTenbHOCTb, UCMOoNb3YoLWas pecypchl 1 ynpaensemas B
Lenax npeobpa3oBaHMsA BXOAOB B BbIXOAbl, MOXET ObITb pacCMOTPeHa Kak npoLecc. YacTo Bbixos
OJHOro npoLecca HenocpeacTBEHHO hopMUPYET BXOA AS CrieaytoLLero npotecca.

Mcnonb3oBaHue BHYTPU OpraHn3aumnm CUCTEMbI MPOLLECCOB Hapsaay ¢ naeHTudmkaumnemn n
B3aMMOAENCTBMEM ITUX MPOLLECCOB, a TaKKe MEHEKMEHT MPOL,ECCOB MOryT ObiTb ONpeaenieHbl Kak
"npoueccHbln noaxoa”.

CornacHo npegnaraeMomMy HaCTOSILLMM CTaH4apTOM NPOLLECCHOMY NoAXoAY NPUMEHUTENbHO K
MeHeXMEHTY UHdopmaunoHHon 6e3sonacHocTn (MB) ocobyto 3Ha4MMOCTb AN nonb3oBaTenen UMeoT

criegyrowme akTopsbl:

a) NoHMMaHve TpeboBaHMN MHOPMaLMOHHOW Be30NacHOCTU opraHu3aumnmM n Heo6XxoaUMOCTK
YCTaHOBIEHWNSI NOMUTUKM U Lienen MHgopMauMoHHOM 6e30nacHoOCTY;

b) BHeapeHve n ncnonb3oBaHne Mep ynpaeneHns 4ns MeHegxmeHTa puckoB U cpegm obumx
OU3HeC-pUCKOB OpraHM3auum;

C) MOHUTOPWHI U NpOBEpKa NPON3BOAUTENBHOCTU U 3dhdekTBHOCTM CMUB;

d) HenpepbiBHOE yny4lweHne CMNB, ocHoBaHHOe Ha pe3yrbTaTax 06 beKTUBHbBIX U3MEPEHUIA.

B HacToswem cTaHgapTe npeacTtasneHa mogens “MNnaHmpoanue (Plan) - Ocywectenenne (Do) -
Mpoeepka (Check) - Oencteue (Act)" (PDCA), koTopas MoxeT BbITb NPUMEHEHa Mpu CTPYKTYpUPOBaHNM
Bcex npouecco CMUB. Ha pucyHke 1 nokasaHo, kak CMUB, ncnomnb3ys B kKa4ecTBe BXOLHbIX AaHHbIX
TpeboBaHus b n oxvgaemble pe3ynbtathl 3aMHTEPECOBAHHBIX CTOPOH, C NMOMOLLLH HEOOX0AMMBIX
AENCTBUN 1 NPOLECCOB BbI4AET BbIXOOHbIE JaHHbIE MO pe3ynbTataMm obecnevyeHns nHopMaL MOHHOM
6e3onacHOCTH, KOTOPbIE COOTBETCTBYHOT 3TUM TPEOOBAHUSIM U OXMAAEMbIM pe3yrbTaTtam. PucyHok 1
WNMIOCTPUPYET TakKe CBA3M Mexay npoLeccammn, onucaHHbIMK B pasgenax 4, 5, 6, 7 n 8.

MnannpoBaHue
Paapafiotra
CMWE
JannTepeco- JanHrapeco-
HAHHEIS LI
CTOROH L CTOROHE
OcywectaneHue | Breapenne Monaepsxa feicTene
WY ELAO-
HMPOBAHNE WL A
CMAE
CMWE
MpoBagsHWe
Tpabonankna MOHH T ORI
; W anannaa CMWE

it i Ynpaanseman
peIyNLTaTH VB
e ofnacti MB MpoBepsa




PucyHok 1

MpuHsaTre mogenn PDCA Takxke oTpaxaeT NpUHUKMbI, yCTaHOBIEHHbIe B [JupekTnBax OpraHunsauum
9KOHOMMYEecKoro coTpyaHudecTsa u passutns (O3CP) un onpegenstiowme 6e3o0nacHOCTb
MHGPOPMaLMOHHBIX cucTeM u ceTen [1]. HacToawmin ctangapT npeacTasnaeT HarnsgaHyo Moaernbs A
peanusauunmn Ha NpakTUKe yKasaHHbIX NPUHLMMNOB, KOTOPbIE NO3BOSISAOT OCYLLIECTBUTL OLEHKY PUCKOB,
NPOEKTUPOBaHNE 1 peanu3aumio CUCTEMbI MHGOPMaLMOHHOM 6e30NacHOCTUN, e MEHEIXKMEHT U
NepeoLLEHKY.

lMpumepsbi

1 TpeboeaHue Moxem 3aKiIr04ambCsi 8 MOM, Ymobbl HapyuweHus1t UHGhOPMayUOHHOU
6e3onacHocmu He npueodusiu K 3HaYyumesibHoMy ghuHaHcoeomy yu,epby Orist opeaHu3ayuu u/unu
K cywecmeeHHbIM 3ampyOHeHUsIM 8 ee desimesibHoCmu.

2 OxxudaeMbIM pe3ysibmamomM Moxem 6bImb Hanu4ue 8 opa2aHu3ayuu docmamo4YHO XOpPoWo
06y4eHHbIX compyOGHUKO8 OJisi poeedeHUs1 Npouedyp, NMNo3e80JISIIOWUX MUHUMU3UPO8amb
803MOXXKHbIe HeblazonpusimHbie nocsedcmeus 8 cily4ae cepbe3Ho20 UHYUGeHma, Hanpumep
HecaHKUUOHUPOB8aHHO20 NMPOHUKHOBEHUSI (amakKu xakepoe) Ha eeb-calim op2aHu3auuu, yepes
KomopsbIl OHa ocyu,ecmaersisiem 3J1eKMPOHHYI0 MOP2086JIH0.

CBs3u Mexay npoLeccamu, onmcaHHbiMK B pa3genax 4, 5, 6, 7 u 8, npefcrasneHbl Takxke B Tabnvue

Tabrnmua 1

MnaHmpoBaHue (paspabotka CMAB) PaspaboTka NnonmMTuKKn, ycTaHoBEHUE Lienemn, NpoL.eccos n
npouenyp CMANB, oTHOCALLMXCA K MEHEXXMEHTY pUcka u
ynyyLLEeHNo MHOpMaLMOHHOM Be3onacHoCTH, Ans
AOCTIDKEHNST pe3ynbTaToB, COOTBETCTBYHOLLMX O0LLEN
NONUTUKE W LiensiM opraHusaunm

OcyuecTBrieHve (BHegpeHe 1 BHenpeHve 1 npumeHeHne NonmMTuKN MHGOPMaL MOHHOMN

obecnevyeHne yHKLMOHMPOBAHUSA 6esonacHOCTU, Mep yrnpaBreHus, NpoLLeCcCoB 1 Npoueayp

CMMB) CMMB

MpoBepka (npoBeaeHe MoHUTopuHra 1 || OueHka, B TOM YKcrie, N0 BO3MOXHOCTU, KONMYECTBEHHaS,
aHanm3a CMMB) pe3ynbTaTMBHOCTM NPOLLECCOB OTHOCUTESNBHO TpeboBaHWN
NONUTKKK, Lienen 6e30nacHOCTM U NPaKTUYECKOro OnbITa
dyHKUMoHupoBaHua CMUB n nHopmmnpoBaHue BbiCLLENO
PYKOBOACTBA O pesyrnbraTtax Ansi NocreayroLero aHanmsa

[encteue (nooaoepxka n yny4dlieHune MpoBegeHMe KOPPEKTUPYIOLLMX U MPEBEHTUBHbLIX AENCTBUN,



CMMB) OCHOBaHHbIX Ha pe3yribTatax BHyTPEHHEro ayanta unm
APYror COOTBETCTBYIOLLEN MHGpOPMALIUK, U aHanm3a co
CTOPOHbI PYKOBOACTBA B LLENAX 4OCTUXKEHUS HENPEPBLIBHOIO
ynydwenns CMUB

0.3 CoBMeCTMMOCTb C A pYyrMMM CUCTe MaMU MeHeAKMeHTa

HacTtoswmn ctaHgapT cornacoBaH co ctaHgaptamm MCO 9001:2000 "CucTemMbl MEHEOKMEHTA
kadyecTBa. Tpebosanus" [2] 1 MCO 14001:2004 "Cuctembl ynpaBrieHUs1 OKpYKatoLLEN Cpeaon.
TpeboBaHus 1 pykoBOACTBO NO NpuMeHeHuo" [3] B Lensax nogaepku nocnegoBaTenbHOro 1
WHTErpnpoBaHHOIO BHEAPEHNSI U B3aUMOAENCTBUA C APYrMMY NOAO0OHLIMM B3aUMOCBS3aHHbIMN
CcTaHgapTamu B obrnacTy MmeHegkmeHTa. Takum o6pa3om, 0gHa NpaBuiibHO NOCTPOEHHas cucTema
MEHEPKMEHTA B OpraHn3aLnm MOXeT yO0BNETBOPATL TPeOOBaHUSAM BCEX 3TUX CTaHO4apPTOB.

Tabrmua C.1 unniocTprpyeT B3aMOCBA3b MEXIY pasaenaMm HacTosiLero ctaHaapTa, a takke MCO
9001:2000 1 NCO 14001:2004.

HacTosiumii cTaHgapT no3BonsieT opraHmnsaumm peryrmposatb CMAB vnn nHTerpupoBaTh ee ¢
COOTBETCTBYOLLWMU TPEGOBAHUAMM APYIUX CUCTEM MEHEKMEHTA.

1 O6nacTtb npuMeHeHus

1 O6nacTb NpMMEHEHs

1.1 OGLme nonoxeHus

1.1 O6Lwme nonoxeHus

HacTtoswmn ctaHgapT npegHasHayveH ans NnpMMeEHeHnst opraHnsauusammn nobdomn dopmbl
COBCTBEHHOCTU (Hanpumep, KOMMEPYECKMMU, rOCYAapPCTBEHHBIMU U HEKOMMEPYECKUMMU
opraHmsauuamm). Hactoawmn ctangapt ycTaHaBnvMBaeT TpeboBaHms No pa3paboTke, BHEAPEHWIO,
OYHKLMOHMPOBAHWUIO, MOHUTOPWHIY, aHanu3y, NoAAEPKKE U YNYyYLLEHMIO LOKYMEHTMPOBAHHOW CUCTEMBI
MeHeKMeHTa UHopmaumnoHHon 6esonacHocT (CMAB) cpegm obumx BusHec-pMcKoB opraHm3aumu.
Kpome aToro, ctTaHgapT ycTaHaBnmBaeT TpeboBaHMs MO BHEOPEHMIO Mep YnpaBrieHnst MHGOPMAaLMOHHOM
6e30nacHOCTbLIO N €€ KOHTPOIS, KOTOpble MOMYT 6bITb NCMOMb30BaHbl OpraHn3aumnsiMmn Unn nx
nogpasgerneHnsaMm B COOTBETCTBMM C YCTAHOBMEHHbIMM LeNsiM1 1 3agadamm obecnedeHns
nHgopmaLmoHHon 6e3onacHocTu (UB).



Llenbto noctpoeHns CMUB siBnsieTcst BbIGOP COOTBETCTBYHOLLMX MEP YrpaBreHns 6€30nacHoOCTbH,
npegHasHa4YeHHbIX 4N 3aWyTbl MHGOPMALMOHHBIX aKTMBOB W rapaHTUPYHOLLMX A0BEPUE
3aMHTEpPECOBaHHbIX CTOPOH.

Mpumeyanue - TepmuH "6m3HeC", B HACTOSILLEM CTaHAAPTE NOHMMAEMbIN B LLMPOKOM CMbICIIE,
0603HavYaeT BCHO Ty AeATENBHOCTb, KOTOPas SIBMSAETCS OCHOBOW AN Lierien CyLIeCTBOBaHNS
opraHusauuu.

1.2 NpumeHeHue

1.2 lNpnmeHeHne

TpeboBaHus, ycTaHaBNMMBaeMble HAaCTOSLLMM CTaHA4APTOM, NpeAHa3HaYeHbl 418 NPUMMEHEHMS BO BCEX
opraHu3aumsax He3aBMCMMO OT Tuna, MaclTabos 1 cdepbl ux gesaTensHocTu. NcknrodeHne noboro 13
TpeboBaHu, ykasaHHbIX B pasgenax 4, 5, 6, 7 1 8, He gonyckaeTcs, ecniv opraH1M3aums 3asaBrsieT o
cootBeTcTBUN ee CMUB HacToswemy cTaHaapTy.

JMoboii 0TKa3 oT NPUMEHEHUST TON UIIM MHOM MepPbI YNpaBrieHusl, 00yCIOBNEHHbIN HEOOXOAMMOCTbIO
YOOBINETBOPEHUSI KPUTEPUER MPUHSATUSI PUCKOB, AOIMKeH 6bITb 060CcHOBaH. Heobxoanmo Takxke Hanmune
afeKkBaTHbIX oKa3aTeNbCTB TOro, YTO NOAOOHbIE PUCKUN BbINM YXKe MPUHSATHLI OTBETCTBEHHLIMU NNLLAMW.
Mpy UCKMOYEHUM KaKMX-NMB0 Mep ynpaBreHns 3asiBrieHUsi O COOTBETCTBUN OpraHU3aLMn HacTosILLEMY
CTaHAapTy HermpaBOMOYHbI, KpOME CIy4aeB, Korda 3TW UCKMIOYEHUS HE BNMSIOT HA CMNOCOBHOCTb W/Mnm
06513aHHOCTb OpraHusauum obecnevmBaTb MHGOPMAaLMOHHYI0 6€30NacHOCTb, KOTopasi COOTBETCTBYET
TpeboBaHWsiM 6e30MacHOCTM, YCTAHOBMNEHHBIM COOTBETCTBYHOLLMMM 3aKOHOAATENbHLIMM aKTamu Unm
onpeaerneHHbIMU Ha OCHOBE OLLEHOK PUCKOB.

MpymeyvaHue - Ecnn opraHu3aums yxe MeeT LENCTBYHIOLLYI0 CUCTEMY MEHeaXMeHTa GusHec-
npoueccos (Hanpumep, B cootBeTcTBumM ¢ CO 9001 [2] nnm UCO 14001 [3]), Toraa B 6OMbLUMHCTBE

crny4aeB npeanodTUTENbHEe YA0BNETBOPUTL TpeboBaHUsl HACTOSILLEro cTaH4apTa B paMKax 3Tow
CYLLECTBYIOLLEN CUCTEMbI MEHEPKMEHTA.

2 HopmaTUBHbIE CCbIJIKU

2 HopmaTuBHbI€E CCbINKK

B HacTosilem CTaHAapTe NUCnosib3oBaHbl HOPpMaTMBHbIE CCbIJIKM Ha CJ'IeD,yPOLLI,I/IIZ CTaHAapT:

NCO/M3AK 17799:2005 NHdopmaLmoHHas TexHonornsa. Metoabl n cpeactea obecneveHus
6e3onacHocTu. NpakTnyeckne npaBuna MEHEIKMEHTA MHpOpMaLMOHHON 6e3onacHoCTH



3 TepMuUHbI U onpeaeneHus

3 TepMmuHbI 1 onpeaeneHns
B HacToswem cTaHgapTe NpUMeHeHb! Cneaylowme TeEPpMUHbI C COOTBETCTBYHOLLMMU onpeaeneHnsiMu:

3.1 akmBbI (asset): Bce, 4TO UMeeT LLeHHOCTb 4119 opraHn3auun.

[MCO/M3K 13335-1:2004] [4]

3.2 pocTtynHocTb (availability): CBoncTBO 06beKTa HAXOAUTBLCSA B COCTOAHMM FOTOBHOCTU U
BO3MOXHOCTM UCMONb30BaHMSA Mo 3anpocy aBTOPU30BAHHOIO SIOrMYECKoro o6 bekTa.

[MCO/M3K 13335-1:2004] [4]

3.3 koHcdmnaeHUManbHoCcTbL (confidentiality): CBoncTBO MHpOpMaL UK BbITb HEAOCTYNHOM N 3aKPbITON
ANS HeaBTOPU30BAHHOIO MHAMBMAYYMA, NOrMYeckoro o6 bekTa unm npowecca.

[MCO/M3K 13335-1:2004] [4]

3.4 nndopmaumoHHana 6e3onacHocTtb; Vb (information security): Ceonctso nHgopmaumm

COXPaHATb KOHOMOEHLMANBHOCTb, LIENTOCTHOCTb M JOCTYMHOCTb.

MpumeuaHue - Kpome Toro, 4aHHOE NOHATUE MOXET BKIoYaTb B ce0A TakKe U CBOMCTBO COXPaHATb
AYyTEHTUYHOCTb, NOAOTYETHOCTb, HEOTKA3yeMOCTb Y HAAEXHOCTb.

[MCO/MOK 17799:2005]

3.5 cobbiTMe nHd opmaumoHHon 6e3onacHoc (information security event):
NaeHTndmnumnpoBaHHOe BO3HUKHOBEHNE COCTOSIHUS CUCTEMbI, YCINYT UM CETH, YKasblBatoLLee Ha
BO3MOXHOE HapyLLeHWe NONMUTUKN MHOPMaLMOHHOM 6e30nMacHOCTH, OTKa3 3alMTHBIX Mep, a Takxe
BO3HUKHOBEHWE paHee HEU3BECTHOWN CUTYaLMK, KOTopasi MOXeT ObiTb CBA3aHa ¢ 6€30MacHOCTbIO.

[MCO/MOK TO 18044:2004] [5]

3.6 MHUMpeHT uH opmaumoHHon 6esonacHoc (information security incident): Jlto6oe
HenpeaBuOEHHOE UMW HeXernaTenbHoe CObbITUe, KOTOPOE MOXET HAPYLLUMTb AeATENbHOCTb Uk
NMH(POPMaLMOHHYI0 6e30NacHOCTb.

MpymeyvaHue - MHumaeHTammn nHopmMaloHHoM 6e30NacHOCTU ABNSIOTCA:

- yTpata ycnyr, 060opyaoBaHUs UNK YCTPOUCTB;



- CUCTEMHbIe COOU Nnn NeperpysKku;

- OLUMOBKK Nonb3oBaTenew;

- HecobnaeHne NONUTUKK UnNn pekomengaumn no UB;

- HapyLweHne M3n4ecKkmnx Mep 3aLLmThbl;

- HEKOHTPONMpPYyeMble U3MEHEHUSA CUCTEM,;

- cbom nporpammHoro obecneveHnst u 0Tkasbl TEXHUHECKUX CPEACTB;

- HapyLleHWe npaBun gocTyna.

[MCO/MOK TO 18044:2004] [5]

3.7 cucrema meHexMeHTa uHc opmaumoHHoun 6esonacHoc; CMAB (information security
management system; ISMS): YacTb 06wiein cucteMbl MEHEL)KMEHTA, OCHOBaHHAsA Ha NCMNOMb30BaHMM
METOAO0B OLeHKM BU3HEC-pUCKOB AN pa3paboTku, BHeApPeHUS, (OyHKLIMOHUPOBAHWS, MOHUTOPUHIA,
aHanuaa, NoALePKKN U yny4dLleHUs HPOPMaLMOHHOM 6e30MacHOCTMU.

MpymeydaHue - Cnuctema MeHeaXXMeHTa BKIloYaeT B ce0s1 OpraHM3aLMoHHYIO CTPYKTYPY, NONUTUKN,

LesTENbHOCTD MO NIAaHUPOBaHWIO, pacnpeaeneHe OTBETCTBEHHOCTH, MPaKTUYECKYHO AeSTENbHOCTb,
npoLeaypbl, NPOLLECCHI 1 PECYPCbI.

3.8 uenocTtHoOCT (integrity): CBOMCTBO COXpaHSATb NPaBUNbHOCTL W NOMHOTY akTUBOB.

[MCO/MIK 13335-1:2004] [4]

3.9 ocTaTouHbIN pUck (residual risk): Puck, octarowmincsa nocne ero o6pabotku.

[PykoBoacTeo MCO/MAK 73:2002] [6]

3.10 npuHame pucka (risk acceptance): PelleHne no NnpuHATUIO pycKa.

[PykoBoacTtBOo MCO/MOK 73:2002] [6]

3.11 aHanu3 pucka (risk analysis): Cuctematmyeckoe ncnonb3oBaHne nHgopmaumm ons
onpenerneHnsa CTOYHUKOB pyCKa M KONMYECTBEHHOM OLLEHKM pyCKa.

[PykoBoacTtBo MCO/MOK 73:2002] [6]

3.12 ouyeHka pucka (risk assessment): O6LmIn NpoLecc aHanM3a pucka u ero oLeHMBaHUS.

[PykoBogctBo MCO/MOK 73:2002] [6]

3.13 oueHmnBaHue pucka (risk evaluation): lNpouecc cpaBHEHUA KONMMYECTBEHHO OLLEHEHHOIO pucKa C
3aflaHHbIMU KPUTEPUSIMU pUCKa A8 onpeaeneHnst ero 3Ha4nmMoCTu.



[PykoBoacTtBo MCO/MOK 73:2002] [6]

3.14 meHe AXXMeHT pucka (risk management): CkoopaAnHMPOBaHHbIE AEVNCTBUS MO PYKOBOACTBY U
ynpasrieHUO OpraHn3aLmen B OTHOLLEHUN pUCKa.

MprmeyaHre - OBbIYHO MEHEQKMEHT pUCKa BKIlo4aeT B cebsi OLIEHKY pucka, 06paboTKy pucka,
NPVHSATUE pUCKa U KOMMYHMKALIMIO pUCKa.

[PykoBogctBo MCO/MOK 73:2002] [6]

3.15 obpaboTka pucka (risk treatment): lNMpowuecc BbIGOpa 1 oCyLIEeCTBAEHMA Mep N0 MOgMdMKaL MK
pucka.

[PykoBogctBo MCO/MOK 73:2002] [6]

MpumeyaHus

1 Mepbl no ob6paboTke pucka MoryT BkMovaTh B ceba nsbexaHune, onTumMmnsauunio, nepeHoc unm
COXpaHeHue pucka.

2 B HacTosWweM cTaHgapTe TepMuyH "Mepa ynpasnenns" (control) ncnonb3oBaH Kak CUHOHUM TepMuHa
"mMepa" (measure).

3.16 nonoxeHune o npumeHnmMmocm (statement of applicability): [lokymeHTMpoBaHHOE npeanucaHuve,
onpegenaoLee Lenv n Mepbl ynpaereHus, COOTBETCTBYIOLLME N NMPUMEHUMbIE K CUCTEME MEHEAXKMEHTA
NHGOPMAaLMOHHOM 6Ee30MacHOCTU OpraHn3aLun.

I'Ipmmeanme - LleJ'II/I M Mepbl yrnpasiieHnA OCHOBbIBAKOTCA Ha pe3dyrnbraTtax U BbiBOOaxX NpoLeccoB
OUEHKN U 06p860TKVI pUCKOB, Ha TpeGOBaHVIFIX 3aKoHoAaTesIbHbIX UM HOPMAaTUBHbIX aKTOB, Ha

obs3aTenbcTBax No KOHTPaKTY 1 GM3HeC-TpeboBaHNAX OpraHM3aLm NO OTHOLLEHUIO K MHGOPMAaLIMOHHOW
©e3onacHoOCTM.

4 Cucrema meHegXXMeHTa MHPOPMaLUOHHOU
Ge3onacHocCTH

4 Cuctema MeHeaxMeHTa MHopMaLMOHHOM 6e30MacHOCTM

4.1 O6wume TpedboBaHUSA



4.1 O6wue TpeboBaHus

Opranunzauuna gosmkHa paspaboTaTb, BHe4pUTb, obecneyunTb PyHKLMOHMPOBaHME, BECTU MOHUTOPWHT,
aHanu3npoBaTb, NOAAEPKMBATL U HEMPEPbLIBHO yry4llaTb JOKYyMeHTMpoBaHHyt0 CMNB npyMmeHnTensHoO
KO BCEN OerioBon AeATeNTlbHOCTU OpraHM3aLmm U puckam, ¢ KOTopbiMM OHa cTankusaetcs. C yuetom
Lernen HacTosaLero cTaHgapTa Ucnornb3yemblin MpoLecc 0OCHOBaH Ha npumMmeHeHun mogenv PDCA,
npvBegeHHOM Ha pUCYHKe 1.

4.2 Pa3paboTka cMcteMbl MeHeKMeHTa MHPOpPMaLMOHHON 6e30MNacHOCTMU.
YnpaBneHne cucteMom MeHeXKMeHTa MHhpopMaLMOHHON 6e30nacHOCTHU

4.2 Pa3paboTka cucTeMbl MEHEOXXKMEHTA MHAOPMaLIMOHHOM Be3onacHOCTW. YnpaBrneHme CUCTEMON
MEeHeKMeHTa MHopMaLnoHHon 6e3onacHoOCTH

4.2.1 PaspaboTka cucteMbl MeHe AXXKMeHTa MH¢ opMaunoHHON 6e3onacHOCTM
OpraHu3auust 4OrPKHa OCYLLECTBUTL CrieayoLLee:

a) onpenenutb obnacTtb U rpaHuubl gencteud CMUB ¢ yyeTom xapakTtepucTuk 6usHeca,
opraHu3auun, ee pasMeLLeHns, akTUBOB 1 TEXHOSOMMI, B TOM Yucre aetany n o6ocHoBaHue rnobbix
NCKIMtoYeHN n3 obnacTu ee genctens (cm. 1.2);

b) onpegenutb nonmtky CMAB Ha OCHOBe xapakTepucTuk GusHeca, opraHvM3aumnn, ee pasmeLLeHns,
aKTMBOB M TEXHOSOMI, KOTOPasi:

1) cogep*mT KOHLENLNIO, BKIHOYaIOLLYIO B ce6S1 LieNM, OCHOBHbIE HanNpaBneHNst U NPUHLMNbI
aencteun B ccoepe UB;

2) NpUHUMAaET BO BHMMaHue TpeboBaHna GusHeca, HopMaTMBHO-NpPaBOBble TpeboBaHUSA, a Takxe
AOroBopHble 06s13aTenLCTBA No obecneveHno 6e30nacHoOCTY;

3) cornacyeTtcs co cTpaTerMyeckMm cogepxaHnemM MeHeaXMeHTa pUCKOB opraHu3aumn, B pamkax
KoToporo 6yaeT paspabartbiBatbcs 1 nogaepxmeartbcsd CMAB;

4) ycTaHaBnMBaeT KPUTEPUUN OLLEHKN PUCKOB [CM. 4.2.1, nepeduncneHue c)l;

5) yTBEepXKaaeTcs pyKOBOACTBOM OpraHv3aLum.

Mpumevanue - [ina yenen HacToswero ctaHgapta nonmtuka CMAB nveet npuoputeT nepeq



nonmTukon NB. 3T NoNUTUKKM MOryT BbITb U3MOXEHbI B O4HOM JOKYMEHTE;

C) onpedennTb NOAX0A K OLIEHKE p1CKa B opraHu3auum, Ans Yero Heo6xoanmo:

1) onpegenuTb METOAOSOMI0 OLLEHKM pucka, nogxoasdiyto ana CMAB, koTopasa aosmkHa
COOTBETCTBOBATb TpebOBaHNAM 0becneveHns AeaTensHOCTN OpraHM3an M U HOpMaTUBHO-NPaBOBbLIM
TpeboBaHUsAM NHGOPMaLMOHHOM 6e3onacHOCTY;

2) paspaboTaTb KPUTEPUN NPUHATUSE pUCKA M ONPEAENUTb NPUEMIIEMbIE YPOBHM pucka [cM. 5.1,
nepedncnenHue f)).

Bbl6paHHaF| MeTOoa0J10MMA OLLeHKN pUCKa O0ImkKHa obecneymBaTb CpaBHMMblIE N BOCMNPOU3BOANMbIE
pesynbraThbl.

MpumeyaHue - metoTcsa pasnnyHbie MeTOL0NOMMN OLEHKM pucka. NprumMmepbl Taknx MeToa4onormmn

AaHbl B MCO/MOK TO 13335-3:1998 "PykoBOACTBO MO ynpaBreHuio 6€30nacHOCTb0 MHGOPMALMOHHBIX
TexHonorvn. Yactb 3. Metoabl ynpasneHnsa 6e30nacHOCTbIO MHGOPMaLMOHHbIX TexHonornn" [7];

d) ngeHtTndmympoBaTb PUCKK, ANA Yero HeobXOANMO:

1) oeHTudMuMpoBaThb akTUBbl B Npegenax obnactu dyHkunoHnposaHua CMUB n onpegenntb
BragernbLeB® 3TUX aKTUBOB;

* 3pecbhb 1 ganee TepMuH "Bnageney” onpegenseT nuuo Unv opraHM3aunto, KoTopble UMerT
yTBEPXOEHHbIE PYKOBOACTBOM 0053aTeNnbCcTBa No KOHTPOSO 3@ NMPOU3BOACTBOM, pa3paboTkon,
NOALEPKKOW, UCMONb30BaHNEM 1 6€e30MacHOCTbIO akTMBOB. TepMuH "Bnagenew” He 03Ha4aeT, YTo NnLo
AENCTBUTENBHO UMEET Kakne-nnbo npaBa COGCTBEHHOCTM HA aKTyMB.

2) ngeHTndmLmMpoBaTh yrpo3bl 3TUM akTMBaM,;

3) noeHTUMLMpoBaTh YA3BUMOCTUN aKTUBOB, KOTOPbIE MOMYT ObiTb MCNOMb30BaHbI Yrpo3amu;

4) I/ID,eHTI/ICbI/ILI,VIpOBaTb nocneacTBusl BO3OENCTBUS HA aKTUBbI B pesynbrate BO3MOXXHOW yTparthbl
KOH('*)VI,D,GHLI,VIaﬂbHOCTVI, LEJTIOCTHOCTUN N OOCTYNMHOCTU aKTUBOB;

e) npoaHanmM3npoBaTb U OLEHUTb PUCKU, ANA Yero HeobxoanMmo:

1) oueHuTb yLepd Ansg 4esaTenbHOCTU OpraHn3aLmm, KOTopbii MOXeT BbiTb HaHECEH B pe3yrnbrarte
cbos1 obecneyeHna 6e30nacHOCTU, C YHETOM BO3MOXHbIX MOCNEACTBUA HApYLLEHUS
KOHMOEHLUNANbHOCTH, LLEeNOCTHOCTM Ui JOCTYMHOCTU aKTUBOB,

2) OUEeHNTb pearbHYH BEPOSTHOCTb c60s1 obecneveHnss 6e30NacHOCTU C Y4ETOM NpeBanMpyoLLMX
yrpo3, ysa3BMMOCTEN 1 UX NOCIEACTBUM, CBSA3AHHBIX C 3TUMM aKTMBaMMU, a TaKXe C Y4ETOM NPUMEHSEMbIX
Mep ynpaBrieHust 6e30nacHOCTbIO;



3) OLLEeHUTb YPOBHU PUCKOB;

4) onpenenuTb, SBASAIOTCS M PUCKK NpUeMreMbiMy unn TpebytoT 06paboTku ¢ NCNofnb3oBaHEM
KpUTEpMEB AOMYCTUMOCTU PUCKOB, YCTAHOBIEHHbIX B 4.2.1, nepedncneHme c);

f) onpegennTb 1 OLEHNTL pasnMYHbIe BapuaHTbl 06paboTKM PUCKOB.

Bo3moxHble gencTeuma:

1) NpUMeHeHWe NOAXOAALLMX Mep yrpaBIieHuUs;

2) co3HaTenbHOe U OO BEKTUBHOE NPUHATME PUCKOB MPU YCIIOBUM, YTO OHU MONTHOCTBLI0 COOTBETCTBYIOT
TpeboBaHUAM NONUTUKN N KPUTEPUSIM OpraHn3aLmm B OTHOLLEHUWN NPUHATUS pUCKOB [cM. 4.2.1,
nepeyvvcrnenve, c), 2));

3) nsbexxaHvne puCKoB;

4) nepegaya COOTBETCTBYHOLLMX AENOBbIX PUCKOB CTOPOHHUM OpraHv3aLmvsiM, Hanpumep
CTpaxoBLLMKaM U NocTaBLLMKaM;

g) BbIbpaTh Lenu 1 Mepbl ynpasrneHus ansa o6paboTkm pucKoB.

Llenm n mepbl ynpaBneHusi 4ormkHbl 6bITh BbiGpaHbl 1 peanv3oBaHbl Tak, YTobbl YA0BNEeTBOPSThL
TpeboBaHUsIM, onpeaerieHHbIM B NPOLLECCE OLeHKM U 00paboTKM pUCKOB. 3TOT BbIOOP AOMmMKeH
YUYUTbIBATb KPUTEPUM NPUHATUS PUCKOB [CM. 4.2.1, nepeymncneHune c), 2)], a Takke HopMaTUBHO-NPaBOBbIE
TpeboBaHus 1 4OroBOpHbIE 00A3aTeNnLCTBA.

Llenv n mepbl ynpaBneHusa AosmkHbI 6biTb BbIGpaHbl COrfacHo NpUnoXeHuto A Kak 4acTb npolecca
OLEHKM N 06paboTKM pUCKOB 1 COOTBETCTBOBATL TPEOOBaHMSIM 3TOro npouecca.

MepeyeHb Lenen n mep ynpasneHus, NpUBEAEHHbI B NPUINOXEHUN A, He ABNSIETCA NCYepnbiBatoLLMM,
a NoToMy MOryT ObITb BbiOpaHbl AOMONMHUTENbHbBIE LLEN U MEPbI YNpaBIieHs.

Mpumeyarme - MpunoxeHne A coaepXuT NoapoGHbI NepeyeHb Lienein u Mep ynpaBreHusi, 06bIYHO
ncnonb3yembix B OpraHm3aumsix. PekomeHayeTcs MICMoMNb30BaTh 3TOT NepeYeHb B KaYecTBe UCXOAHbIX
[laHHbIX, NO3BOSSALLYX BbIOpaTh paLnoHarnbHbI BapyaHT Mep YrpaBIieHVst U KOHTPOIS;

h) nony4vnTb yTBEpXaeHne pykoBoACTBOM npeanoraraémMbiX OCTaTOYHbIX PUCKOB;

i) MoNy4YnTb paspeLLeHne pykoBOLCTBaA Ha BHeapeHue u akcnnyaTtauuio CMAB;

j) noarotoBuTb MNonoxeHne 0 NPUMEHMMOCTU, KOTOPOE BKIOYAET B cebs crieqyloLiee:

1) uenu n mepbl ynpasrneHus, BbibpaHHble B 4.2.1, nepedncrieHue g), 1 o6ocHoBaHWe aToro BbI6Opa;



2) uenu n Mepbl ynpasrieHns, peannm3oBaHHble B HacTosiwee BpeMs [cM. 4.2.1, nepedncnenue e), 2)];

3) nepeyeHb NCKMHYEHHbIX Lenen n Mep ynpaBreHusi, yKkasaHHbIX B NPUIIOKeHUU A, n npoueaypy
060CHOBaAHUA NX UCKITKOYEHMS.

MpumeyaHme - MNonoxeHre 0 NPUMEHNUMOCTUN COAEPXUT UTOTOBbIE PELLEHUS, KacatoLmecst 06paboTku

puckoB. OB60OCHOBaHME UCKITIOYEHWIA NpeaycMaTpMBaET NepekpecTHYH0 NPOBEPKY, MO3BOMSHOLLYHO
onpeaenuTb, YTo HY ofHa Mepa yrpaeneHusl He Oblna cryvanHo ynyLleHa.

4.2.2 BHegpeHue n P yHKLMOHUPOBaHUE CUCTEMbI MEHE AXXMEHTa UH( OpMaLMOHHON
6e3onacHocM

OpraHM3au,m;| OOJPKHa BbIMOJIHUTL Creaytollee:

a) paspaboTaTtb nraH 06paboTkM pUCKOB, ONpPeaenaLLMi COOTBETCTBYIOLLME OENCTBUS
PYKOBOACTBA, Pecypcbl, 00513aHHOCTM M NPUOPUTETLI B OTHOLLEHUN MeHeaxMmeHTa pucko UB (cm.
pasgen 5);

b) peanmsoBatb nnaH 06paboTkn pUCKOB AN AOCTUXEHNSI HAMEYEHHbIX Lienen yrnpaBneHus,
BKIHOYaOLLMIA B ce6s1 BONPOChl MHAHCUPOBaHUSA, a Takxke pacnpegeneHne yHKLui n 06s13aHHOCTEN;

C) BHEPUTb Mepbl ynpaBfieHus, BblbpaHHble cornacHo 4.2.1, nepevncrenne g), Ana AOCTUXEHNS
uernewn yrnpasreHus;

d) onpegenutb cnocob nsmepeHns pesynbTaTUBHOCTY BblOpaHHbIX Mep ynpaBreHus Uinmn nx rpynn u
NCNONb30BaHNS 3TUX U3MEPEHUIN A1 OLLEHKN pe3ynbTaTUBHOCTU YNPaBIieHUs C LieNbo NOSyYnTb
CpaBHMMbIE U BOCNPOM3BOAMMbIE AaHHble [CM. 4.2.3, nepeyuncrieHve c)].

MpumevaHue - amepeHne pesynbTaTtMBHOCTU Mep YNpaBreHnsi NO3BONSET PyKOBOAUTENAM U

nepcoHany onpeaenuTb, B KAKOW CTENeHU Mepbl yNpaBneHust CNOCOBCTBYIOT AOCTUXEHNIO HAMEYEHHbIX
ueremn yrnpasreHus;

€) peanu3oBaTb NPOrpaMmMbl Mo 06YHYEHMIO 1 MOBbILLEHWIO KBanndmKauum COTPYAHUKOB (CM. 5.2.2);

f) ynpaesnatb paboton CMUB;

g) ynpaendatb pecypcamu CMUB (cm. 5.2);

h) BHeapuTb Npouenypbl 1 Apyrie Mepbl ynpasneHus, obecnedvmsatoLpe 6bicTpoe obHapyxeHne
cobbITui b 1 pearmpoBaHue Ha MHUMAEHTHI, CBA3aHHble ¢ B [cM. 4.2.3, nepeuncneHue a)].

4.2.3 NpoBegeHMEe MOHUTOPUHIra U aHaru3a CUCTeMbl MeHe A)KMeHTa UH¢ OpMaUuOHHOMN
6e3onacHoc



OpraHusauust 4omkHa OCYLLECTBSATL CrieaytoLLee:

a) BbINOMHATL NpoLeaypbl MOHUTOPUHIA U aHann3a, a Takke UCNoNb30BaTb ApYyre Mepbl ynpaBreHus
B CNEAYLLMX LIEeNsiX:

1) cBOEBpeMeHHO OOHapyxuBaThb OWMOKKN B pedynbTaTax 06paboTku;

2) CBO€eBpPeMEHHO BbIABIIATb yAaBLUMECA U HeyaaBLUMeCcs NonbITKKU HapyLleHnAa 1 MHUUOEHTbI UBb;

3) npegocTaBnATb PYKOBOACTBY MHAPOPMALIMIO 515 MPUHATUSA PELLEHNIA O X04e BbINOMHEHMS OyHKL I
no obecneveHunio Vb, ocyLecTBngemMblx Kak OTBETCTBEHHbIMU NiULLAMK, TaK U MHPOPMALMOHHBIMU
TEXHONOMNAMU;

4) cnocobcTBOBaTh 06HApYXeHuto cobbiTun UB 1, Takum obpasom, NnpegoTepaliate MHUKAEHTb Vb
nyTemM NpMMeHeHUss CPeACTB UHANKaLU WK,

5) onpenensitb, SBNAOTCS N1 3OdeKTUBHLIMU AENCTBUS, NPpeAnpMHUMaeMble A1 yCTPaHeHNs
HapyLLeHnst 6e3onacHoCTY;

b) npoBoANTbL perynspHbii aHanua pesynstatnsHocT CMUB (Bkmtovas NpoBepKY ee COOTBETCTBUS
nonmTtuke n uensm CMUB 1 aHanMa mep ynpaereHns 6e30nacHOCTbI0) C YH4ETOM pe3yrbTaToB
ayouTopckux npoeepok UMb, ee nHUMAEHTOB, pe3ynbTaToB uamepeHun acdekTnsHoctn CMUB, a Takxke
NpeanoXxeHun n apyrov MHopMaLuum OT BCEX 3auHTEPEeCOBaHHbLIX CTOPOH;

C) N3MEPATb Pe3yJIbTaTUBHOCTb Mep yrnpaBlieHNA And NpoBEPKN COOTBETCTBUA Tpe6OBaHI/IF|M UBb;

d) nepecmarpumBaTb OLEHKN PUCKOB Yepe3 yCTaHOBJIEHHbIE Nepnoabl BpeMEeHU, aHannM3npoBaTb
OCTaTO4YHble PUCKKN N YCTaHOBJIEHHbIE NpunemMremMble YPOBHU PUCKOB, y4UTbIBad MUSMEHEHUA!

1) B opraHusaumu;

2) B TEXHOMOrusiX;

3) B Lenax geaTensHOCTU 1 npoueccax;

4) B BbISIBIIEHHbIX Yrpo3aXx;

5) B pe3yNibTaTUBHOCTU pearin3aoBaHHbIX Mep yrnpaBJlieHUA;

6) BO BHELLHMX YCIIOBUSX, HAaNpUMep, U3MEHEHNs1 HOPMAaTUBHO-NPaBOBLIX TpeboBaHWA, TpeboBaHMI
AOrOBOPHbIX 0053aTeNbCTB, a TakKe U3MEHEHMS B COLManbHOM CTPYKType obLeCTBa;

€) npoBoauTb BHyTpeHHWe ayantel CMAB Yepes ycTaHoBMeHHbIe Neproabl BpeMeHu (CM. pasaen 6).



MpumeyaHmne - BHyTpeHHWE ayauThl, MHOIAA Ha3biBaeMble ayauTamu nepBoli CTOPOHbI, MPOBOASTCS
caMolt opraHu3aumen (M BHELLHE opraHn3aumneit oT ee UMeHN) Anst COGCTBEHHbIX Lienew;

f) perynsapHo npoBoguTb pyKOBOACTBOM opraHu3daumm aHanm3a CMUB B uenax noaresepxaeHnst
afeKBaTHOCTY ee GOyHKLIMOHMPOBAHWSA 1 onpedenieHnst HarnpasnieHUn COBEPLLEHCTBOBaHMSA (CM. 7.1);

g) 06HoBMATL NniaHbl B ¢ y4eToM pe3ynbTaToB aHanm3a i MOHUTOPUHIE;

h) perncTpupoBaTb A4ENCTBUSA U COOLITUS, CNOCOOHBLIE NOBAMATL HA Pe3yNbTaTUBHOCTL UK
dyHKUMnoHupoBaHme CMUB, B cootBeTcTBUM C 4.3.3.

4.2.4 Mopaepxka n ynydweHue cucteMbl MeHe AXKMeHTa MH( OpMaLMoOHHOM 6e3onacHOCTM

OpraHusauus 4ormkHa perynsipHO OCYLLECTBNATb CrieayroLlee:

a) BbIABMATb BO3MOXHOCTM ynyyiieHns CMAB;

b) npegnpvHUMaTb HEOOXOAMMbIE KOPPEKTUPYIOLLME 1 Npeaynpexaatolme 4eNcTBMA B COOTBETCTBUM
¢ 8.2 1 8.3, ucnonb3oBaTtb Ha NpakTuKe onbIT No obecneyveHnto Nb, nony4yeHHbIN Kak B COBCTBEHHOM
opraHu3aumu, Tak 1 B pyrmx opraHm3auunsx;

C) nepefasaTtb NOAPOOHYH MHGOPMALMIO O AencTBusx no ynydwennto CMAB Bcem
3anHTEpecoBaHHbIM CTOPOHAM, NPV 3TOM CTEMNEHb €€ AeTanM3aumm OIMkHa COOTBETCTBOBATb
obcToaTenscTBam U, Npy HEOBXOAMMOCTHN, COrNacoBbIBaTb AanbHENLLNE AENCTBUS;

d) obecneunBatb BHeapeHue ynyyweHnn CMAB ana goctuxkeHnst 3ansiaHMpOBaHHbIX Lienen.

4.3 TpeboBaHUSA K AOKYMEHTaLUU

4.3 TpeboBaHus K JOKYMEHTaL K

4.3.1 O6wue nonoxeHus

[lokymeHTauums formkHa BKIKoYaTh B ce65 3anncu peLLeHnin pykoBoaCcTBa, NO3BOSsoLLME
obecneunBaTb KOHTPOIb BbIMOMHEHUSI PELLEHUIA PYKOBOACTBA 1 NOMUTMK OpraHM3aLnm, a Takxke
obecneymBaTb BOCNPON3BOAUMOCTb AOKYMEHTMPOBAHHbIX pe3yrbTaToB.

BaxxHo nmeTb 06paTHyo CBA3b BbIOpaHHbIX Mep yrpaBeHus ¢ pesynbTaTtammn NpoLeccoB OLLEHKM U
06paboTkn pucka, a Takxe nocnegHux ¢ nonutmkon CMUB n uensmm CMUB.



HokymeHtauns CMAB pormkHa BKkNtodaTth B cebsa crnegytoLLee:

a) AOKYMeHTUpoBaHHbIe nosioxeHus nonutukn CMUB [cm. 4.2.1, nepeyncnerne b)] n uenen CMAB;

b) obnacTtb dyHKkumoHnpoBaHns CMUB [cm. 4.2.1, nepedncnenue a)l;

C) npoueaypbl 1 Mepbl ynpaeneHus, nogaepxvsatowme CMAB;

d) onucaHne MeTogonorMm oLeHkn pucka [cm. 4.2.1, nepeumncrieHme c)j;

€) OTYET MO OLEeHKe pUcKoB [CM. 4.2.1, nepedncneHus c) - g)];

f) nnaH 06paboTKn pUCKOB;

g) AOKYMEHTUPOBaHHbIE npoLeaypbl, HeobxoaMMble opraHnsauumn ana obecnedeHns appekTMBHoro
nraHMpoBaHns, BHeapeHMs npoleccoB B obnactu VB v ynpasneHuns atumm npoueccamu, a Takxe
ONMcaHus NyTemn OLEeHKN pe3yrnbTaTMBHOCTM Mep yrnpaBrieHus [CM. 4.2.3, nepevncnenune c)];

h) yueTHble 3anucu (cm. 4.3.3);

i) nonoxeHue o NpUMEHNMOCTHN.

MpumeyaHus:

1 CornacHo HacTosiLeMy CTaHgapTy TEPMUH "0OKYMEHTMPOBaHHaA npouenypa” 03HayaeT, 4To
npouenypa yCTaHOBIIEHa, AOKYMEHTarnbHO ohopMIieHa, peanM3oBaHa U Noa4epHMBaETCs Ha LOIMKHOM
YPOBHE.

2 [ins pasHbix opraHusauuni o6bem gokymeHtauum CMAB MoxeT ObiTb pasnuyHbIM B 3aBUCUMOCTMU:
- OT pa3mepa opraHnsaLum 1 Buaa ee OeATenbHOCTY,

- OT 06racTV NPUMEHEHUSI U CIIOXHOCTU TpeboBaHUIA 6Ee30MacHOCTY 1 OT YpaBrsieMOo CUCTEMbI.

3 [JOKyMeHTbI 1 y4eTHbIe 3anMcK MOryT CyLLEeCTBOBaTb B fl000M hopme 1 Ha HocuTenax nodoro Tuna.

4.3.2 YnpaBrneHue 4OKyMeHTaMu
[ns pa3paboTku, akTyanmaauymm, UCNosib30BaHNUS, XpaHEHUS N YHUYTOXeHUS AokymeHToB CMUB, a

TaKxe nx 3alyTbl B OpraHn3aunn 0oJpkHa CylecTBoOBaTb AOKYMEHTMPOBaHHaA npoueaypa,
onpeaenatowan nencTena pykoBoAcCTBa Mo:

a) yrBepxaeHunto aokymeHtoB CMUB nepen nx nsgaHmem;



b) nepecmoTpy 1 06HOBREHNIO, NPW HEOOXOAUMOCTH, AOKYMEHTOB, @ TaKXXe MOBTOPHOMY MX
YTBEPXKOEHWIO;

c) obecneyeHno naeHTUMKaL M BHECEHHbIX M3MEHEHWIA 1 TEKYLLETO cTaTyca AOKYMEHTOB;
d) obecneyeHnto HanMuusi BepCuii COOTBETCTBYHOLLMX [OKYMEHTOB B MECTaX UX UCMOSb30BaHWS;
€) onpegeneHunto nopsiaka NpocMoTpa AOKYMEHTOB M MX MOEHTUGMKaLNK;

f) obecneyeHmto 4OCTyNa K OKYMEHTaM aBTOPU30BaHHbLIM NLIAM, a Takke nepeaaydu, XpaHeHus 1
YHUYTOXEHWUS B COOTBETCTBUM C NMpoLedypamu, NPUMEHNMbIMM K CTEMNEHM NX KOHGMAEHLNANbHOCTY;

g) MoeHTudmKaLum 4OKYMEHTOB, CO3[4aHHbIX BHE OpraHun3aumu;
h) obecneyeHnto KOHTPOrA 3a pacnpoCTpPaHEHNEM JOKYMEHTOB;
i) NpegoTBpaLLEHMIO HEMpPeaHaMEPEHHOMO UCMNOSb30BaHWS YCTapeBLUMX JOKYMEHTOB;

j) ncnonb3oBaHUO COOTBETCTBYHOLEN NOEHTUDMKALNM YCTAPEBLUMX LOKYMEHTOB B Crlydae uX
AanbHENLLEro XxpaHeHus.

4.3.3 YnpaBneHue 3anmcamu

[ns npegocTaBneHnss CBUOETENbCTB COOTBETCTBUS TPEOOBAHNSAM M pe3yNbTaTUBHOCTH
dyHKLMoHupoBaHua CMNB Heobxoamnmo BeCcTu 1 nogaepxuveatb B pabovyem COCTOAHUM YYEeTHbIe
3anucun. Y4yeTHble 3anmucun Heobxoammo KOHTponupoeaTth 1 3awmwats. CMUB gorkHa npuHMMaTh BO
BHMMaHWe BCe HOpMaTMBHO-NpaBoBble TpeboBaHUA 1 4OroBopHbIE 06s3aTenscTBa, MMeoLwme
oTHoweHue K NB. 3anucu gosmkHbl ObiTe YETKMMK, NErKOMAEHTUGNLIMPYEMbBIMU 1 BOCCTaHaBIMBaAEMbIMMU.
Mepbl ynpaBneHus, Tpebyemble Anst oeHTUdUKaL KN, XpaHeHNs!, 3alLmTbl, MOUCKA, ONPEAENEHNs CPOKOB
XPaAHEHUSI N YHUUTOXEHUSA 3annCen AOkHbI ObiTb JOKYMEHTUPOBAHbI 1 pearM3oBaHbl.

Kpome aToro, creqyet BECTU M XPaHUTb 3anuncu O BbINOSHEHNM NPOLLECCOB, ONUCaHHbIX B 4.2, 1 060
BCEX 3HAYUTENbHbIX MHUMAEHTaxX MHdopMaLMOHHOM 6e3onacHOCTH, cBs3aHHbIX co CMAB.

Mpumep - Mpumepamm 3anucen ABNSKOTCA: XKypHan perMctpaumm nocetTuTenemn, oT4eTbl 0 pesynbrartax
ayaouToB, 3anorHeHHbIe hopMbl aBTOpM3aLMmn JocTyna.

5 OTBeTCTBEHHOCTb PYKOBOACTBA

5 OTBETCTBEHHOCTb PYKOBOACTBA



5.1 O6s3aTenbcTBa pyKoBOACTBA

5.1 Obsas3arenbCcTBa pyKoBOACTBA

PykoBOACTBO opraHusaumm 4OkHO NpedoCTaBnsTb AoKa3aTeNlbCTBa BbIMNOMHEHMS CBOMX
06513aTenbLCTB B OTHOLLEHWN pa3paboTku, BHEAPEHUs], o6ecnedeHnst yHKLIMOHMPOBaHMS, MOHUTOPUHTA,
aHanusa, noagepxku un ynydweHns CMMB nyTem ocyllecTBNEeHUs Crieayolmx Mep:

a) paspaboTku nonmtmkn CMUB;
b) o6ecnevenns paspaboTku uenen n nnaHos CMAB;
C) onpeferneHus yHKLMN 1 OTBETCTBEHHOCTM B obnacTtu Ub;

d) opoBeaeHnst 4o BCeX COTPYAHMKOB OpraHn3aunm nHgopmauum 0 BaKHOCTU AOCTUXKEHNS Lienen
NHGOPMALMOHHON 6€30MacHOCTM U COOTBETCTBMSA ee TpeboBaHMAM MNOMUTMKN OpraHn3anmm, ob mnx
OTBETCTBEHHOCTU Nepes 3aKOHOM, a TakKe 0 HEOBXOAUMOCTN HENPEPBLIBHOIO COBEPLLEHCTBOBAHMUS B
peanusauun mep UB;

€) BblaeneHnss HeobXoANMbIX U 4OCTATOYHbIX PECYPCOB ANs pa3paboTkn, BHeApeHusi, obecneyeHns
JPYHKLLMOHNMPOBAHWUSA, MOHUTOPWHIA, aHanuaa, nogaepxku n ynydwenmns CMUB (cm. 5.2.1);

f) ycTaHOBREHMSA KpUTEPMEB MPUHATUS PUCKOB U YPOBHEWN UX MPUEMSIEMOCTH;
g) obecnevyeHus nposeaeHns BHyTpeHHux ayautos CMUB (cMm. pasaen 6);

h) npoeeaeHusa aHanmza CMUB co cTopoHbl pykoBoacTea (CM. pasgen 7).

5.2 YnpaBrnieHue pecypcamum

5.2 YnpasneHve pecypcamu

5.2.1 O6ecne4yeHune pecypcamm



OpFaHI/I3aLI,I/1ﬂ OOJPKHa onpenenntb U npegocTtaBuUTb peCypcChl, H806XOLI,I/IMbIe On4d:

a) pa3paboTku, BHeapeHus, obecnevyeHnsa yHKLMOHMPOBaHMS, MOHUTOPUHIA, aHanu3a, yry4LleHns v
nogaepxxkn CMAB;

b) nonaepku TpebosaHMin GUsHeca npoLieaypaMmmn MHGopMaL MoHHOM 6e30MacHoCTY;

C) BbISIBEHMs1 1 o6ecneyveHuns BbiNonHeHNs TpeboBaHMA COOTBETCTBYHOLLMX 3aKOHOB, HOPMATUBHbIX
aKTOB, a TaKXxe J0roBOPHbIX 06513aTeNnbCTB B 06racT MHopMaLMoHHo 6e3onacHoCTY;

d) nogaepxaHust agekBaTHOM 6e30MacHOCTM NyTEM NPaBUNbHOIO NPUMEHEHUS] BCEX peann3oBaHHbIX
Mep ynpaBrieHus;

e) npoeeneHnd, npu HeobxoaAnMOCTU, aHanu3a n NPUHATUA COOTBETCTBYHOLLUMX MepP Mo €ro
pesynbratam;

f) noBbIweHns, Npu HeobxogmMmMocTu, pesynbratusHocT CMUB.

5.2.2 NoaroTtoBKa, ocBeAOMJIEHHOCTbL U KBanudg ukauuma nepcoHana

OpFaHI/I3aLI,I/1$I AorpkHa obecneuntb H806X0,D,I/1Myl0 KBaﬂM(bMKaLlMIO nepcoHana, Ha KOTOprIZ
BO3/IOXeHbl 06513aHHOCTM BbINOMHEHMS 3a4au B pamMKax CMMBb nyTem:

a) onpegerneHnsa TpebyemMoro ypoBHsi 3HaHU M HaBbIKOB 4119 NepcoHana, KOTOpbI BbINOMHAET
paboty, BnustoLyto Ha CMUB;

b) opraHunsaumm o6y4eHnss nepcoHana unn NPUHATUS 4PYrux Mep (Hanpumep, HaeM KOMMNETEHTHOIO
nepcoHana) Ans yA0BNETBOPEHNS YKa3aHHbIX NOTpebGHOCTEN;

C) OLLEHKM pe3yrnbTaTUBHOCTW NPeanpUHSTLIX 4ENCTBUN;

d) BegeHus 3annceit 06 obpaszoBaHuM, NOAroTOBKE, HAaBbIKaXx, OMNbiTe Y KBanMguKaum CoTpyaHNKOB
(cm. 4.3.3).

OpraHu3auus gorkHa Takke obecnevnTb NoHMMaHne BCEMM COOTBETCTBYIOLLWIMM COTPYAHUKAMMU
3HA4YNMMOCTU U BaXXHOCTU AEATENBHOCTU B 06nacTu MHopmaunoHHon 6e3onacHoOCTH, U UX porv B
pocTtmkeHnn uenen CMAB.

6 BHyTpeHHMe ayAnTbl CUCTEMbI MEHEeMKMEHTa
nHcpopmMmaLMOHHOM 6e3onacHOCTHU



6 BHyTpeHHWe ayauTbl CUCTEMbI MEHELKMEHTa MHGOPMALMOHHON Ge3onacHoCTH

OpraHusauus 4omkHa B COOTBETCTBUM C YTBEPXKOEHHLIM rPadMkoM NPOBOAUTL BHYTPEHHME ayanTbl
CMWB, no3sonsioLLme YCTaHOBUTb, YTO LIENWN YNpaBreHusl, Mepbl ynpaBrieHnsi, IPoLLeCChl 1 npoueaypsbl
CMMVE:

a) COOTBETCTBYHOT Tpe6OBaHVIFIM HacTodALWero craHgapta n CoOoOTBETCTBYOLLIMM 3aKOHaM Ui
HOPpMaTUBHbIM OOKYMEHTaM;

b) cooTBETCTBYIOT YCTaHOBMEHHBLIM TpebosaHusam Ub;
C) pe3ynbTaTUBHO BHEAPSOTCA U NOAAEPHUBAOTCS,;

d) byHKLMOHMPYIOT 4OIKHBIM 0Opa3oM.

Mporpamma ayauta gormkHa 6bITb CNNaHMpoBaHa C y4eTOM cTaTyca U BaXHOCTW NPOBEpPSiEMbIX
NPOLLECCOB U 30H, NOASIEXaLLMX ayaAuTy, a TaKkxe pe3ynbTaToB npeablaywmx ayamuToB. [JormkHbl ObiTb
onpegerneHbl Kputepum, obnacTb, YacToTa n metoabl ayanta. OTbop ayauTtopoBs 1 Npouenypa ayauta
AOSDKHbI 06ecneymBaTb ero 06 bEKTUBHOCTb U BecnpmucTpacTHOCTb. AyAUTOPbI HE AOSMKHbI MPOBOAMUTL
NPOBEPKY CBOEN COOCTBEHHOM paboThI.

MpaBuna n TpeboBaHUsi, OTHOCALLMECS K MMAHUPOBaHWIO, MPOBEAEHUNIO ayauTa, COOBLLEHUIO O ero
pesynbrartax U nogaepkaHunio B pabodem COCTOSAHUM y4ETHbIX 3anucen (cm. 4.3.3), AOmKHbI ObITb
AOKYMEHTUPOBAHBI.

PykoBoauTenb, OTBETCTBEHHbIN 3a NPOBEPSiEMbI y4aCTOK AESTENbHOCTM OpraHM3aLum, AOMmKeH
CBOEBPEMEHHO 1 6e3 3aaepkn obecnevnTb NpoBeAEeHVE NPOBEPKN B LIENSX YCTPAHEHUSI OOHAPYKEHHbIX

HEeCOOTBETCTBUM 1 UX NpU4KH. [Nocneytolme 4encTBUS AOMKHbI BKNOYaTb B cebsi NpoBepKy
npeanpuHATLIX AEACTBUN N COOBLLEHNE O pe3ynbTatax npoBepkn (cM. pasgen 8) [8].

7 AHanu3 cucteMbl MeHegXXMeHTa UH(pOpPMaLUOHHON
0e30nacHOCTU CO CTOPOHbLI PYKOBOACTBA

7 AHamu3 cucTeMbl MEHeAXXMEHTa MHGOPMAaLIMOHHOM 6Ee30MacHOCTM CO CTOPOHbI PYKOBOACTBA

7.1 O6LWuMe nonoxeHus



7.1 O6Lwme nonoxeHus

PykoBogCTBO AOMKHO B COOTBETCTBUM C YTBEPXOAEHHBIM rpadiMKoM neprogmyeckun (He MeHee ogHoro
pa3a B roa) npoBoautb aHamm3 CMUB opraHm3auum B Lensix obecnevyeHnss ee nocTOSAHHON NPUrogHOCTH,
afeKBaTHOCTM U pe3ynbTaTUBHOCTU. Pe3ynbTaThbl aHannsa JoSmkHbl cogepaTb NpearioXeHns no
nameHeHnio CMAUB n oueHky nx peanusaumm B MHTepecax obecnevyeHuns BblnonHeHns TpeboBaHui
MNONMUTKKK U Lienen MHpopMaLMoHHOM 6e3onacHOCTU. Pe3ynbTaThl TakMx NPOBEPOK AOMKHbI BbITh
3a(mKkcupoBaHbl JOKYMEHTarbHO, a Y4eTHbIe 3anncu AomkHbl ObiTb coxpaHeHbl (CM. 4.3.3).

7.2 BxogHble AaHHbIe AN aHann3a cMcteMbl MeHeQ)XKMeHTa
UH(popMaLMOHHOM Ge30nacHOCTU

7.2 BxogHble AaHHble ANsl aHanM3a CUCTEMbl MeHegXMeHTa MHGOPMaL MOHHOM 6e30onacHoOCTH

BxogHble gaHHble ana aHanmsza CMUB co CTOpPOHbI pyKOBOACTBA OOIPKHbI BKItoYaTh B ceb4a
crieqyroLyo MHopMaLmio:

a) pesynbTaThl Npeablaywmx ayautos n aHanmsa CMUB;
b) pe3ynbraTbl B3aMMOLENCTBUS C 3aUHTEPECOBaHHbIMU CTOPOHAMU;

C) MeTOAbI, CpeacTBa unm npouenypbl, KOTopble MOryT ObiTb UCMNOMb30BaHbLI B OpraHn3aunm ans
COBepPLUEHCTBOBaHNS (OYHKLMOHNMPOBAaHNS 1 NOBbILWeHns pesynstatusHoctn CMAB;

d) npaBoBOe 060OCHOBaHWE NpeaynpexaarLLmx 1 KOPPeKTUPYIOLLMX ENCTBUN,

€) YSI3BUMOCTW UK Yrpo3bl, KOTOPbIE He ObiNv aAekBaTHO YYTEHbI B MPOLLECCe NpeablayLuein OLeHKN
PVICKOB;

f) pesynbTathl KONMMYECTBEHHOM OLeHKKN pedynstatuBHocT CMAB;
g) nocregyrowme eNcTBUA, BbiTEKaloLLme 13 NpeablayLLIero aHanMsa co CTOPOHbl PyKOBOACTBA;
h) no6bble nameHeHns, kotopble Mormn 66l NoBNMATL Ha CMUB;

i) pekomMeHaaummn No yny4yLLeHUHO.



7.3 BbIxogHble AaHHble aHann3a CUCTeMbl MEHeAXXKMEHTA
WH(pOpMaLMOHHOM 6e30nNacHOCTU

7.3 BbixogHble AaHHble aHanM3a CUCTEMbl MEHeAXMeHTa MHAOPMaL MOHHOM 6e30nacHOCTM

BbixogHble gaHHble aHanu3a CMUB co CTOPOHbI pyKOBOACTBA AOJTKHbI BKIMOYATb B cebsa Bce
pelieHna n aencTeus, HanpaBlieHHble:

a) Ha noBbiweHne peaynbtatusHocTn CMAB;
b) Ha o6HOBREHME NaHOB OLLEeHKN 1 06paboTKM PUCKOB;

C) Ha MmoandmKaLuo npoLeayp 1 Mep ynpasreHus U KOHTpons, Brvaowmx Ha VB, ¢ uenbto
obecneynTb pearMpoBaHNe Ha BHYTPEHHUE MU BHELLHWE COBbITUSA, KOTOPbIE MOMyT OKasaTb
Bo3gencTeme Ha CMUB, Bkntovasa nameHeHns:

1) B Gu3Hec-TpeboBaHusAX;

2) B TpeboBaHusix 6e30nacHoCTy;

3) B BusHec-npoueccax, BMSALLMX Ha cyllecTByrolme busHec-TpeboBaHus;
4) B 3aKOHaX M HOPMATUBHbIX LOKYMEHTAX;

5) B 4OroBOpHbIX 06513aTENbCTBAX;

6) B YPOBHSIX puUCKa U/Unn KpUTEpPUEB NPUHATUS PUCKA,;

d) Ha noTpebHOCTM B pecypcax;

€) Ha coBepLLEHCTBOBaHME CMOCOOOB OLLEHKM pe3yrbTaTUBHOCTU Mep YrpaBreHusl.

8 YnyJweHue cuctembl MeHegXKMeHTa UH(poOpMaLLMOHHOMN
Ge3onacHocCTH



8 YnyuLleHve cucTeMbl MeHeaXXMeHTa MHOpMaLIMOHHOM 6e30nacHOCTH

8.1 NocTosAHHOE yny4lleHue

8.1 MNocTosiHHOE yny4lueHne

OpraHu3auusi 4OorpKHa NOCTOSAHHO MOBbIWATL pesdyrnbratuBHOCTb CMUB nocpeacTBoM yTOMHEHUS
normmtukn VB, uenen Nb, ncnonb3oBaHunsi pe3ynbTaToB ayaUTOB, aHanmM3a KOHTPOIMpyeMbIX COObITUN,
KOPPEKTUPYIOLLMX U Npeaynpexaalowmx 4encTBUA, a TakKe UCMOoNb30BaHUS PyKOBOACTBOM pe3yrbTaToB
aHanmsa CMUB (cm. pasgen 7).

8.2 KoppekTtupyrowme neucTeus

8.2 KoppekTupyowme aencTeus

Oprannsaumns gormkHa NpoBOAUTL MEPONPUSTUSA NO YCTPAHEHMIO NPUYMH HECOOTBETCTBUM
TpebosaHuam CMUE ¢ uenbto npeaynpeanTb X NOBTOPHOE BO3HMKHOBEHUE. [JOKyMEHTUPOBaHHAs
npouenypa KOppekTMpYoLLEro 4eNcTBUA A0iPkHA yCTaHaBmBaTh TpeboBaHus no:

a) BbISABIIEHMIO HECOOTBETCTBUN,

b) onpeneneHvio Npu4nH HECOOTBETCTBUIA;

C) OLleHUBaHWIO HeOBX0AMMOCTHN AENCTBUI BO N3bexaHe NOBTOPEHUA HECOOTBETCTBUN;
d) onpeaeneHuio n peanusauum HEOHXOANMbIX KOPPEKTUPYIOLLMX AENCTBUI;

€) BeeHVI0 3anucen pesynbTaTtoB NpeanpuHATbIX 4encTBun (cM. 4.3.3);

f) aHann3y npeanpuHATOrO KOPPEKTUPYHOLLETO AENCTBUS.

8.3 Npepynpexparowme gencTBus



8.3 NpenynpexaatoLme OeNCTBUS

OpraHusauust 4omkHa onpeaensTb AeNCTBUS, HeOOXoANMbIE A1 YCTPaHEeHUs NPUYKH
noTeHuMarnbHbIX HecooTBeTCcTBUIN TpebosaHusm CMNB, ¢ Lernbio NpeaoTBpaTUTb NX MOBTOPHOE
nosieneHue. MNpeanpyHMMaemble NpeaynpexaaroLme eicTBUS AOMKHbI COOTBETCTBOBaTb
nocreacTBUsIM NoTeHUMarnbHbIX NpobremM. [JokyMeHTMpoBaHHas npoueaypa npeanpuHSaToro
npeaynpexaaroLLero AeicTBISA AoIhkHa YyCTaHaBIMBaTb TpeboBaHMs Mo:

a) BbISIBIIEHMIO NOTEHLMANbHbIX HECOOTBETCTBUN U UX NPUYUH;

b) oueHnBaHMIO HEOBXOAMMOCTU AENCTBMSA C LieNbo NpeaynpeauTb NosiBIiEHMe HECOOTBETCTBUN;
C) onpefeneHunio 1 peanusalnm Heobxo4MMOro NpeaynpexaaroLLero AencTBuS;

d) 3anucu pesynbTaToB NpeanpuHAToro aencteus (cm. 4.3.3);

€) aHanu3y pesynbTaToB NPeanpUHATOro 4eNCTBUS.

OpraHusauust ormkHa onpeaeniTb M3MEHEHUS] B OLLEHKaX PUCKOB M YCTaAHOBUTL TpeboBaHUs K
npeaynpexaarLwwm AencTBUAM, Npu 3ToM obpallas 0ocoboe BHYMaHUE Ha CYLLECTBEHHO M3MEHEHHbIe
KONMMYECTBEHHbIE NOKa3aTen PUCKOB.

anOpMTeTbI B OTHOLLUEeHMN peann3aunn npenynpexnaroLmx DENCTBUN OOIPKHbI ObITb onpeaerneHbl Ha
OCHOBE€ pe3yribTaToB OLEHKN pUCKa.

MpumeyvaHue - O6bIYHO 3aTpaTbl HA NPOBEAEHNE MEPOMNPUATUIA MO NPEAOTBPALLEHNIO
HeCOOTBETCTBUIN Horiee 3KOHOMUYHbLI, YEM Ha KOPPEKTUPYIOLLME OENCTBUS.

NMpunoxeHue A (pekomeHgyemoe). Llenun n mepbl
ynpaBneHuns

MpunoxeHve A
(pekomeHngyemoe)

Llenn n mepbl ynpaBneHus

Llenn n mepbl ynpaBneHus, nepevmcrnerHsle B Tabnumue A.1, HenocpeaCTBEHHO B3ATbI U3 NEPEYHs
uenen n mep ynpasnenus, npmesegeHHoro B UCO/MOK 17799:2005, pasgens 5-15, 1 NOAHOCTLIO C HAM
cornacoBaHsbl. [lepeyeHb Mep ynpaBreHusl, coaepXalminca B JaHHON Tabnuue, He aBnseTcs



NCYEpPnbIBAOLLIMM, Y OPraHn3aL s MOXET PacCMOTPETb HEOOXOAMMOCTb AOMNONMHUTENBHBIX Lienen n mep
yrnpaeneHusi. BoiGop Lenen n Mep ynpaBreHust 1 KOHTPOs, NPUBEAEHHbIX B Tabnmue, AOSmkeH OblTh
OCYLLECTBINEH B COOTBETCTBMU C pasaernom 4.

B pasgenax 5-15 UCO/M3IK 17799:2005 npuBeaeHbl peKomeHaaLmm no peannsawmm n ykasaHus ¢
TOYKM 3pEHMS NepeoBON NPaKTUKN B OTHOLLEHMM NOALEPKKN MepP YnpaBreHus, n3noxeHHblx B A.5-A.15.

Tabrmumua A.1 - Llenn n mepbl ynpaeneHus

A5 Monntuka 6e3onacHoc™

A.5.1 Monnmka nHd opmaLMoOHHON 6e30nacHOCT™M

Llens: O6ecneunTb y4acTue BbICLLErO PYKOBOACTBA OpraHM3aLnm B PELLEHUN BONPOCOB, CBS3AHHbIX C
obecneyeHneM MHGOPMaLIMOHHON GEe30MacHOCTU B COOTBETCTBUM C LIENAMN AeATENbHOCTH
opraHusaumm (busHeca), 3aKkoHaMn M HOPMaTUBHLIMM aKTamu

A511 [okymeHTnpoBaHve MonuTtrka nHdopmMaLMoHHOM 6e30MacHOCTM AokHa ObITb
NONMUTUKN MHGOPMALMOHHOW || pyKOBOLCTBOM YTBEPXAEHA, U3aaHa 1 AoBeAeHaA [0
6e3onacHocTH CBeLeHNs1 BCEX COTPYAHMKOB OpraHM3aLmn, a Takxke

CTOPOHHUX opraHmsau,Mﬁ

A5.1.2 AHanus nonuTuku MonuTunka nHdopmauoHHon 6e3onacHOCTY opraHM3aLum
WMHJpOPMaLMOHHOM AospkHa 6bITb NoABEPrHyTa aHanuay 1 nepecmoTpy Yyepes
6GesonacHocTH 3afaHHbl€ MPOMEXYTKN BPEMEHUN UM MPW NOABIIEHUN

CYLLECTBEHHbIX U3MEHEHWUI XapaKTepUCTUK Lienen
6esonacHocTH

A6 OpraHusaumus uHcp opmalumMoHHoM 6e3onacHoCT™™

A 6.1 BHyTpeHHAA opraHM3auus

Llenb: O6ecneveHune ynpaBneHnsa MHOpMaLMOHHOM 6e30MacHOCTbIO B OpraHM3aunm

A.6.1.1 Obsa3aHHOCTH PykoBoacTBO opraHusaumum 4oImKHO MOCTOSAHHO
pykoBoAcTBa no noaaepxvmeaTb 3afaHHbIN YpoOBEHb MH(POPMAaLIMOHHON
obecneyeHuo 6e30nacHOCTM NyTEM BHELPEHUSA CUCTEMbI MEHEAKMEHTA,
WMHJpOPMaLMOHHOM a Takxe nytem pacnpegernieHms obsa3aHHoCTeN U

B6e3onacHocTu OTBETCTBEHHOCTU NEpPCOHana 3a ee obecneyeHune




A6.1.2

KoopanHauus Bonpocos

[encteua no obecnevyeHmto MHPOPMaLMOHHOM

obecneveHns 6e30MacHOCTUN A0IMKHbI KOOPAMHUPOBATLCS
NHOpMaLMOHHOM npeacTaBUTENAMN Pa3nUYHbIX NogpasneneHni
©6e3onacHocTK opraHusauun, UMeLLMMK COOTBETCTBYOLLME (OYHKLIUA U
AOJPKHOCTHbIE 06513aHHOCTM
A6.1.3 Pacnpenenenne O6s5s3aHHOCTM NepcoHana no obecnevyeHno
06s13aHHOCTEN NO NMHOpPMaLMOHHOM 6e30MacHOCTM 4OMKHbI ObITb YETKO
obecnevyeHunto onpeaeneHsbl
NMHOpMaLMOHHOM
©e3onacHocTK
Ab6.14 Mpouenypa nony4yeHns PykoBoACTBO AOMKHO onpeaenuTb U BHEAPUTL npoueaypbl
paspeLleHns Ha NonyyYeHnst paspeLLeHns Ha UCNoMb30BaHME HOBbIX CPEACTB
ncnonb3oBaHue cpeacTts || 06paboTkm nHdopmauum
06paboTkn nHpopmaLum
A6.1.5 Cornaluenus o PykoBoACTBO OpraHu3aumm SOIMKHO onpeaensTb YCoBus
cobnogeHnm KOH(mAaEeHUnansHOCTN U BbipabaTbiBaTb COrnalleHns O
KOHMAEHUMANbHOCTHN HepasrnaleH1um MHgopMaL M B COOTBETCTBUM C LENsSMn
3aWMThl MHGOPMAaLLIUK U perynspHO X nepecmaTpuBaThb
A.6.1.6 B3aumoperictBue ¢ PykoBOACTBO OpraHu3aummn JOIPKHO NoaaepvBaThb
KOMMETEHTHbIMU OpraHamu (| B3anMoLencTBMe C COOTBETCTBYIOLLWMMMN KOMMETEHTHbIMMN
opraHammu
A6.1.7 B3anmopencTeue ¢ PykoBoACTBO opraHusaummn JOIPKHO noaaepxvsaTh
accoumnaumnsammn n COOTBETCTBYHOLLEE B3aUMOLENCTBUE C
npodpeccmoHanbHbIMK npodeccuoHasnbHbLIMK rpynnamMu, accoumalmsmm u
rpynnamm y4yacTBOBaTb (OpPraHM30BbIBaTh) B KOHEPEHLMSIX
(cbopymax) cneymanmcToB B 0b6nacTu MHOPMaL,MOHHOM
6esonacHocTu
A6.1.8 HesaBucumas nposepka Mopsimok opraHu3aumm u ynpasreHns HoOpMaLMOHHON

(ayaunT) nHdopmaLMOHHOM
©es3onacHocTK

6e3onacHOCTbIO 1 ee peanu3auns (HanpymMep, UsMeHeHne
uenen n mep ynpasneHus, NONUTKKKU, NPOLECCOB U
npoueayp obecneyeHnss HPOpMaLMOHHOM 6e30nacHOCTN)
AOIMKHbI ObITb NOABEPrHYTbI HE3aBMCUMOWN NPOBEPKE
(ayauTty) yepes onpegerieHHbIe NPOMEXYTKN BPEMEHWN Ui
Npu NOSIBNEHNM CYLLIECTBEHHbIX U3MEHEHUI B cnocobax
peanu3auum mep 6e30nacHoOCTM

A6.2 ObecneyeHue 6e3o0nacHOCTU NPU HaNM4YMM AOCTVIa CTOPOHHUX OpraHM3auun K




VIH(*)OpMaLIMOHHbIM cucrtemam

Llenb: Moaaepxueatb 6e3onacHOCTb MHGOPMaL MM U cpedcTB 06paboTkm MHGopMaLMK OpraHu3aLmMm
NPV HAaNM4YMKM 4OCTYMNa K HUM CTOPOHHKX OpraHn3aLui B npoleccax obpaboTkun n nepegaym aTom

NMHpopmau mm

A6.21

OnpepneneHne puckos,
CBSI3@HHbIX CO CTOPOHHMMM
opraHu3auusimm

Mepen npegocTaBneHMeM 4OCTYyNa CTOPOHHNM
opraHusaumsam K nHgopmaumm 1 cpeacTeam ee
06paboTkM B npouecce AeaTenbsHOCTU opraHmM3aLmum
HeobXxoaMMo onpeaensiTb BO3MOXHbIE PUCKK OIS
nHdopmaLmm 1 cpeacTs ee 06paboTkn 1 peann3oBbiBaTb
COOTBETCTBYOLLME UM Mepbl 6e3onacHOCTH

A6.2.2 PaccmoTpeHne BonpocoB MNepen npegnocTaBrieHMeM KIMEHTaM npasa 4ocTyna K
©e3onacHocTu nNpu paboTe ¢ || HhopMaL M Unn akTBam opraHn3aunum Heobxoanmo
KnneHTamm onpeneniTb U BHEAPUTb Mepbl 6e3onacHoCTH

A6.2.3 PaccmoTpeHne Tpebosanuii || CornalleHnsa co CTOPOHHUMW OpraHM3aumsiMy LOSDKHbI

©es3onacHocTu B
cornalleHnsiXx Co CTOPOHHUMM
opraHu3aumsamm

cogepxaTtb Bce TpeboBaHNst 6e3onacHoCcTH,
BKIOYaroLwme B cebs npasuna JocTyna K npoueccam
06paboTku, nepegaym MHopMaLUnnM UK K ynpasrieHUIo
nHgopmaLmen nnn cpeacTeamm o6paboTku nHgopmaLmm
opraHu3auun, a Takxe 1 B criydae npuobpeTteHns
AONOMHUTESNBbHBIX NPOrPaMMHbIX NPOAYKTOB UK
opraHv3auunmn cepBUCHOrO obCnyxmBaHna cpeacTs
06paboTkn MHdopMaLuum

A7 YnpaBneHue akTmBammu

A7.1 OTBe TCTBEHHOCTb 3a 3alUUTYy aKTUBOB OpraHM3auum

Lenb: O6ecneynBaTb COOTBETCTBYHOLLYIO 3aLLMTY aKTUBOB OpraHn3aLMm

A711 VHBeHTapu3auusa akTMBoB Onncb BCeX BaXkHbIX aKTUBOB OpraHu3aummn JospkHa 6biTb
COCTaBrieHa 1 akTyanusmpoBaHa
A71.2 Bragenve aktnBamm Bcsa Hdopmaumsa n akTnebl, CBSA3aHHbIE CO cpeacTBaMm

06paboTkn MHpopMaLUN, AOIMKHBI UMETL HAa3HAYEHHOIO
BO BlaleHNe™ NpeacTaBUTENs opraHn3aumm




A713

MNMpuemnemoe
NCnosnb3oBaHNe akTMBOB

MpaBuna 6e3onacHOro NCnosib30BaHUs MHopMaLUn 1
aKTMBOB, CBSI3aHHbIX CO cpeacTBammn 06paboTku
NHGOPMaLMK, OOIMKHbI ObITb ONpeaeneHsbl,
AOKYMEHTUPOBaHbI U peann3oBaHbl

A.7.2 Knaccudukauma nHdcgp opmauumn

Ll.eJ'IbZ O6ecneuntb YBEPEHHOCTb B TOM, YTO I/IHd)OpMaLl,I/IFI 3almiieHa Ha Hagnexawem ypoBHe

A7.21 OCHOBHbI€E MpUHLMNbI NHdopmaums gorrkHa ObiTh KnaccudmumnpoBaHa ncxoas
Kriaccudmkauum 13 NpaBoBbIX TpeboBaHW, ee KOHMOEHUNANbLHOCTH, a
TaKXe LEeHHOCTWN U KPUTUYHOCTU ANS opraHu3aunm
A7.22 MapkupoBka 1 obpaboTka B cooTBeTCcTBUM C NPUHATON B OpraH13au M CUCTEMON

NMHdpopmaLmm

Knaccudmkaumm gorpkHa ObiTb pa3paboTaHa u
peannsoBaHa COBOKYMHOCTb MpoLeayp MapkUpoOBKK 1
06paboTkn nHopmaLum

A8 MNpaBuna 6e3onacHOCTH, CBA3aHHbIEe C NepPCOHaNom

A8.1 Nepena TpyaoyctmponcrBom**

Llenb: O6ecneuntb yBEPEHHOCTb B TOM, YTO COTPYAHWUKN, NOSPSAAYMKN 1 MONb30BaTENN CTOPOHHEN
OpraH13aLnmn OCO3HalOT CBOK OTBETCTBEHHOCTb M CMOCOOHbI BbIMOMHATL NPegyCMOTPEHHbIE AN HUX
YHKLMM N CHKATb PUCK OT BOPOBCTBA, MOLLEHHNUYECTBA N HELLENEBOro UCMOMNb30BaHUSA
obopynoBaHus, a Takxke oT yrpo3 6esonacHoCTU nHdopmMaLmm

A.8.1.1 ®DyHKLUN 1 06A3aHHOCTH ®PyHKLUM 1 0693aHHOCTK NepcoHarna no obecneyeHnto
nepcoHana no obecneveHnto (| 6e3onacHOCTU COTPYQHWUKOB, NOAPAAYMKOB U
GesonacHocTH nonb3oBaTenen CTOPOHHEN opraHn3aL M SOSmkHbl ObITh

onpeerieHbl 1 JOKYMEHTUPOBaHbI B COOTBETCTBUM C
TpeboBaHNsIMN MHPOPMALIMOHHON 6e3onacHoCTH
A8.1.2 MpoBepka Npu npueme Ha [MpoBepka BCex kKaHOMOaToB Ha MOCTOSAHHYO paboTy,

paboty

noapsiAYnKOB M NOfb3oBaTeNen CTOPOHHEN OpraHM3aLum
AorpkHa 6bITb NpoBefEeHa B COOTBETCTBMU C 3aKOHaMM,
WMHCTPYKLUSIMA U MPaBuUiaMm 3TUKK, C y4ETOM




TpeboBaHu 6usHeca, xapaktepa nHdopmaumu, K
KOTOopow ByaeT OCyLLeCTBMNEH UX OCTYM, 1
npeanonaraeMbiX pUCKOB

A8.1.3 Ycnosusa TpygoBoro CoTpyaHuVKK, nogpsavmKkm 1 nonb3oBaTenv CTOPOHHEN
gorosopa opraHu3auumn JoSKHbI corriacoBaTh U nognucartb
YCII0BUSI CBOEro TPy40BOro 0rosBopa, B KOTOPOM
YCTaHOBIEHbI NX OTBETCTBEHHOCTb U OTBETCTBEHHOCTb
opraHM3auun OTHOCUTENbHO MHAOPMAaLMOHHOM
6esonacHocTH

A.8.2 PaboTta no TpyaoBOoMy AOroBopy

Llens: O6ecneuntb yBEPEHHOCTb B TOM, YTO COTPYAHMKW, NOAPSASYMKIN U NOMNb30BaTENN CTOPOHHEN
opraHu3auumn ocsegomMrieHsl 06 yrpo3ax u npobnemax nHgopmarMoHHon 6esonacHocTu, 06 mx
OTBETCTBEHHOCTM N 06A3aTENbCTBAX, 03HAKOMITEHbI C NMpaBunammn n 0byyeHbl Npoueaypam Ans
nogaepxaHusa mep 6e3onacHOCT opraHu3aL M Npuy BbINMOMHEHUN UMW CBOMX CITy>KeOHbIX
06s3aHHOCTEN 1 118 CHUKEHMS pyUCKa YeroBeYeckoro gaktopa A MHopMaLMoHHoM 6e3onacHocTH

A.8.2.1 O6sa3aHHOCTU pykoBoAcTBa || PykoBoacTBO opraHm3aumm SOmkHO TpeboBaTth, YTOObI
COTPYLHWKN, NOAPSAYMKMN N NOMb30BaTENM CTOPOHHEN
opraHusauumn 6615 03HaKOMIIEHbI C NpaBUIamMmn u
npouenypammn obecneyeHms mep 6e3onacHoOCTy B
COOTBETCTBUM C YCTAHOBMEHHbLIMU TpebOBaHNSIMU

A8.2.2 OcBegoOMMNEHHOCTb, Bce coTpyaHuKu opraHnsaumm n, npy HEOGXOANMOCTH,
oby4yeHune 1 nepenogroToBka || NoApPS4YNKN 1 NOSMb30BaTENM CTOPOHHUX OpraHn3aLunm

B obrnacTn MHGOPMAaLMOHHOW || OIPKHBI NPOXOAUTL COOTBETCTBYIOLEE 06ydYeHme n
©e3onacHoCcTn nepenoaroToBKY B LiENsX perynspHoro nosyyeHus
NMHopMaL MM O HOBbIX TPeBOBaHMSX NPaBuUI 1 Npoueayp
opraHusauumn 6esonacHocTn, HeobxoanmbIx Ans
BbIMOMHEHMSI UMW OOSPKHOCTHBLIX (OYHKLINIA

A8.2.3 OucumnnmnHapHas npaktuka || K coTpygHukam, CoBepLUMBLLMM HapyLleHve TpeboBaHui
6e3onacHoCTK, AOIKHA BbITh NPUMEHEHA
ANCLMNITMHAPHAsA NPaKTKKa, YCTaHOBIIEHHAs B
opraHusauum

A.8.3 YBonbHeHWe unm uameHeHune TpyaoBoro gorosopa

Lienb: O6ecneyuntb yBEPEHHOCTb B TOM, YTO COTPYAHMKM, MOAPSAYMKM U NOSNb30BATENN CTOPOHHEN
opraHusaLmn yBeoMseHbl 00 YBOSIbHEHWUN UMM U3MEHEHUW YCIIOBUIA TPYLOBOMO JOrOBOpa B
COOTBETCTBWUM C YCTAHOBIIEHHBIM NMOPSAKOM




A.8.3.1 OTBETCTBEHHOCTb MO OTBETCTBEHHOCTb MO OKOHYaHWUM OENCTBUS TPYLOBOrO
OKOHYaHUN OENCTBUSA A0oroBopa AospkHa ObiTb YETKO onpeaeneHa u
Tpy40BOro Aorosopa yCTaHOBIEHa
A8.3.2 BoaBpat akTMBOB CoTpygHVKK, NOAPSAYNKA U NOMb30BaTENN CTOPOHHEN
opraHu3auumn 06513aHbl BEPHYTb BCE aKTUBbI
opraHu3auun, Haxogsimecs B UX Nosfib30BaHuUK
(BnageHun), No NCTEYEHUN CpoKa LenNCTBUS TPYLOBOro
A0roBopa unu cornawleHus (yBosribHEHNE)
A8.3.3 AHHYNMpoBaHue npas MpaBa gocTyna k MHcopmauum n cpegcteam o6 paboTkm

AocTyna

NHopMaL MM COTPYAHUKOB, NOAPALYMKOB M
nonb3oBaTternen CTOPOHHEN OpraHn3aL M AoSPkHbl ObITb
AHHYNMMPOBaHbI NN YTOYHEHbI MO OKOHYaHUW OENCTBUSA
TPyAoBOro Aorosopa (yBOsibHEHME)

A9 dusnyeckas 3awmTa ¥ 3aMTa OT BO3AEMUCTBUS OKpYXKaloluel cpeabl

A9.1 OxpaHsieMble 30HbI

Llens: MNMpegoTBpalaTb HeECaHKLMOHUPOBAHHbIE M3NYECKMI JOCTYN, NOBPEXAEHME N BO3AENCTBUA Ha
NOMELLEHNS N MHCPOPMALINIO OpraHM3aLmnm

A9.11

MNepumMeTp OXpaHAEMOW 30HbI

[nsa 3awmTel 30H, rae nverTcsa nHdopmaums 1 cpeactea
06paboTkm MHpopMaLUN, AOIMKHbI ObITb UCMONb30BaHbI
nepMMETPbI OXpaHsieMbIX 30H (Gapbepbl, Takme Kak
CTEHbI, NPOXOAHbIE, 000pyAOBaHHbIE CPEACTBAMMU
KOHTpOMs BXoA4a No naeHTUMKALNOHHBIM KapTovkam,
Unu, rae NpeaycMoTPeH, KOHTPOSb COTPYAHUKA
perncTpaLnoHHON CTONKN)

A9.1.2

KoHTponb goctyna B
OXpaHAEMYyLo 30HyY

OxpaHsiemas 30Ha AorrkHa 6bITh 3alumLLeHa
COOTBETCTBYIOLLWMM CpeacTBaMm KOHTPONS BXOAA,
npeanonarawyMm obecneymTb YBEPEHHOCTb B TOM, YTO
TONbKO aBTOPM30BAHHbIV NEPCOHAN MOXET NOMyYnTb
AOCTYyN B 30HY

A9.13

Obecne4dyeHne 6e3onacHoOCTU
3[,aHWUIA, NPON3BOACTBEHHbIX
nomeLLeHnn n obopyaoBaHUS

TpeboBaHus kK obecneyeHnto dmsnyeckom 6e3onacHoOCTU
3[1aHUI, NPOM3BOACTBEHHbIX MOMELLEHWI 1
obopynoBaHus AoSMkHbI 6bITb pa3paboTaHbl U
peann3oBaHbl




A9.14

3awyTa oT BHELLHUX Yrpo3 U
YrpO3 CO CTOPOHbI

OoKpy>KatoLlen cpefbl

TpeboBaHus kK obecneyeHnto GrM3n4eckon 3almTbl
3[,aHNI, NPON3BOACTBEHHbBIX MOMELLEHWUI 1
obopynoBaHust OT HaHeceHus yuepba B pesynbtaTte
noxapa, HaBO4HEHWs!, 3eMNEeTPSICEHMS, B3PbIBa,
obLLecTBEHHbIX 6eCcnopsiAKoB M APYrX NPUPOLHbIX 1
aHTPOMNOreHHbIX )aKTOPOB AOIMKHbI ObITh pazpaboTaHbl 1
peannsoBaHbl

A9.1.5 BbinonHeHnne pabot B TpeboBaHus No M3nNYECKON 3aLLMTE N PEKOMEHAALMMN MO
OXpaHsieMbIX 30HaxX BbIMNOMHEHMIO paboT B OXpaHAEMbIX 30HaX LOSPKHbI ObITb
pa3paboTaHbl U peann3oBaHbl B MHCTPYKLMAX
A9.1.6 30HbI 00LLECTBEHHOIO MecTa gocTyna, Takme Kak 30Hbl puemMa, OTrpy3ku

OocCTyna, npyuema n oTrpy3ku
MaTepuarbHbIX LLeHHOCTEN

MaTepuarbHbIX LLeHHOCTEN U ApyrMe MecTa, iae
HeaBTOPM30BaHHbIE LA MOTYT NPOHVKHYTb B
MOMELLEHMS, AOIPKHbI ObITb MO KOHTPONEM U, MO
BO3MOXXHOCTM, AO/KHbI ObiTb M30IMPOBaHbI OT CPEACTB
06paboTkm MHpopmauum Bo nsbexaHue
HeCaHKLMOHMPOBaHHOIO AOCTyna

A9.2 Be3onacHocTs 060pynoBaHusi

Ll.eJ'IbI npeLI,OTBanJ'aTb noTeptro, noBpexgeHune, XmeHmne nnm KomnpomMeTauunto akTuBoB 1
npekpalleHne eAaTeribHOCTU opraHn3auunmn

A9.2.1 PasmelleHve n 3awmra O6opynoBaHve JOMKHO ObiTb Ppa3MeLLEHO Y 3aLLMLLIEHO
obopynoBaHusi TakK, YTOObl YMEHbLUNTL PUCKU OT BO3L4ENCTBUS
OKpy>KatoLlen cpefbl U BO3MOXHOCTHU
HeCaHKLMOHMPOBAHHOIO 4OCTYyna
A9.2.2 BcnomoratenbHble ycnyrm O6opynoBaHme Heobxo4MMO 3awmLLaTh OT nNepeboes B
nogave anekTpo3Heprum n apyrmx c6oes, CBA3aHHbIX C
oTKazamu B obecrneveHun BCcrnomMoraTenbHbIX yCnyr
A9.2.3 BesonacHocTb kabenbHoM CwurnoBble U TENEKOMMYHMKALMOHHbIE KabenbHble CETH,
cetn Nno KOTOPbIM NepeaarTcs AaHHble NN NoaaePXKUBaOTCA
NHGOPMALMOHHBIE YCyr1, HEOBX04MMO 3almLiaTh OT
nepexeata MHgopmaLMn nnm NoBpeXaeHnst
A9.24 TexHndeckoe obcnyxmBaHue (| [lormKHO NPOBOAMTBLCS HaAnexXallee perynapHoe

obopynoBaHusi

TexHn4yeckoe obcnyxvBaHue obopygoBaHUs Ans




obecneyeHus ero HenpepbIBHOM paboToCcNOCOBHOCTH K
COXPaHHOCTU

A9.25 O6ecneyeHne 6esonacHocTu || Mpn obecnedeHnn GeszonacHocTn 06opyaoBaHus,
obopyaoBaHus, NCNOb3yeMOro BHe MecTa ero NoCTOAHHOM
NCMOnb3yeMOoro BHe aKcnnyaTtaunn, 4omkHbl 6bITb YYTEHbI Pa3fiNYHbIE PUCKMU,
NoMeLLEHNIN opraHM3aunm CBsA3aHHble ¢ paboTon BHE NOMELLEHWIA OpraHn3aLunum

A9.2.6 BesonacHas ytunusaumsa nnm || Bce KOMNoHeHTbI 060pyaoBaHUs, cogepxalpe HocuTenm
MOBTOPHOE MCMONb30BaHMe || 4aHHbIX, OOIKHbI ObITh NPOBEPEHDI C LENblo
obopynoBaHus YAOCTOBEPUTLCS B TOM, YTO NtoObIe KOHMAEHUanbHbIe

AaHHbIe 1 NNLLEH3NOHHOE nporpaMmMmHoe obecneyeHne
6N yaaneHb! Unm cKonmpoBaHbl 6e3onacHbIM 06pasom
A0 VX yTunmsauum (cnmcaHus)

A9.2.7 BbIHOC nmyllecTBa ¢ O6opynoBaHve, NHGopMaL Mo v NporpammMHoe

TeppuTopmnn opraHm3aumm

obecneyeHune A0MnycKkaeTcsa BbIHOCUTb M3 NMOMELLIEHMS
OpraHM3aLMm TOMNbKO Ha OCHOBAHUM COOTBETCTBYIOLLErO
paspeLleHms

A10 YnpaBneHue cpeacTBaMM KOMMYHUKaLMA U UX ¢ yHKLMOHMpPOBaHMEM

A10.1 Skcnnyatauma cpeacTB U OTBETCTBEHHOCTL

Llenb: O6ecneuunTts Hagnexallee 1 6eaonacHoe GyHKLMOHMPOBaHWeE cpeacTs 06paboTkn MHGopMaLm

n
A.10.1.1 [okymeHTnpoBaHve OnepaumnoHHble npoueaypbl AOMKHbI
onepawlmoHHbIX Npoueayp AOKYMEHTUPOBATLCH, NOAAEPHKMBATLCSA U ObITb
aKcnyartauum AOCTYMNHLIMW AN BCEX aBTOPU30BaHHbIX NOMb30BaTenemn
A10.1.2 YnpaBneHue n3sMeHeHUsIMun N3meHeHus B KOHGMrypaumsax cpeacts obpaboTkum
NMHdopMaL M U cucTemMax 4OrkHbl ObITb
KOHTpPONMpyeMbIMU
A10.1.3 PaarpaHnyeHve 0O65a3aHHOCTU 1 0BTAaCTN OTBETCTBEHHOCTU A0S DKHbI
obazaHHOCTEN ObITb pa3rpaHMYeHbl B LENSX CHMKEHNS] BO3MOXXHOCTEN

HeCaHKLMOHNPOBaHHOW UMK HenpeaHaMepeHHOM
MOANGMKaL MK, UM HELLENEBOTO NCMONb30BaHMS akTUBOB
opraHv3auum




A10.1.4

PaarpaHnyeHue cpencTts
pa3paboTkn, TECTUPOBAHUS U
aKkcnnyatauum

CpeactBa pa3paboTku, TECTMPOBAHMS 1 SKCMyaTaumm
AOSDKHbI ObITh pa3rpaHNYEHbl B LIESNISIX CHUXKEHUS pUCKa
HEeCaHKLMOHUPOBAHHOIO A0CTYMNa U N3MEHEHUS
onepauOHHON CUCTEMBI

A10.2 YnpaBneHve nocTaBKOW ycrnyr nuuamm n/unm CTOpoHHMMU OpraHu3aumusMm

Llenb: PeannsoBatb 1 nogaepxvsatb Tpebyembli ypoBeHb MHGPOPMALMOHHON 6e30nacHOCTU 1
OKa3aHus yCrnyr B COOTBETCTBMM C JOrOBOPaMM 06 OKasaHun yCnyr CTOPOHHUMM OpraHn3auusiMm
(BHELUHUMW UL aMK U/UNKM opraHn3aLnsiMm)

A.10.21 OkasaHue ycnyr HomkHa 6bITb 06ecneyeHa yBEPEHHOCTb B TOM, YTO
Mepbl ynpasneHnss HPoOpPMaLMOHHOM 6e30MacHOCTLI,
BKJIIOYEHHbIE B OroBOp 06 OKasaHwuM yCryr CTOPOHHEN
opraHv3auunn, peannsoBaHbl, yHKLMOHUPYHOT K
nogaepXvBaroTCs CTOPOHHEN opraHu3aumen
A10.2.2 MoHUTOPUHr 1 aHamu3 ycnyr, || Heobxoaunmo perynspHo npoBoAUTb MOHUTOPWUHS, ayauT U
OKa3sblBaeMblX CTOPOHHUMU (| aHanu3 ycriyr, OTYETOB M aKTOB, 0becneynBaemblx
nMuamm u/unmn opraHnsaumsim || CTOPOHHEN opraHusaumen
n
A.10.2.3 3meHeHusa npu okasaHum N3meHeHus npu okasaHum ycryr no obecneveHmnto

CTOPOHHVMMU OpraHM3aunsaIMm
ycnyr no obecneyeHunto
GesonacHocTH

©e30onacHOCTK, BKMNOYasa BHEQPEHNE U
COBEpLUEHCTBOBaHME CYLLECTBYIOLLWMX TpeboBaHWN,
npouenyp u mep obecnevyeHnss HPOPMALMOHHOM
©6e30nacHOCTU, JOMKHbI ObIThb YNpaBNseMbIMU C YHETOM
OLLEHKM KPUTUYHOCTKN CUCTEM U NpoueccoB busHeca, a
TaKxe pes3ynbTaToB NePeoL,eHKN PUCKOB

A10.3 NnaHupoBaHMe NPouU3BOAUTENTBHOCTU U 3arpy3Ku CUCTEM

Llenb: CBecTu K MUHUMYMY pUCk c60oeB B paboTe cucTem

A.10.3.1 YnpaBneHve Heob6xoammo ocyLLeCTBAATbL NPOrHO3MpoBaHue,
Npon3BOAMUTENBHOCTLIO MOHUTOPUHI U KOPPEKTUPOBKY NOTPEOGHOCTU MOLLHOCTM
cucTembl Ang obecnedeHns Tpebyemon ee
Npou3BOaUTENBHOCTH
A.10.3.2 lMpuemka cuctem HomkHbl 6bITh ONpeaeneHbl KPUTEPUA NPUHATUS HOBbIX U




MO €PHN3UPOBAHHBIX MHPOPMALIMOHHBIX CUCTEM, HOBbIX
BEPCUIN NPOrpaMMHOro oGecneyeHus, a Takke NpoBeaeHo
TECTUpPOBaHWNE CUCTEM B NpoLiecce Mx pa3paboTku u
NpUemMKm

A10.4 3awmTa OT BpeAOHOCHOr0o KoAa U MOBUNbLHOro Koaa

Ll.eJ'IbZ 3aumiiatb LenocTHOCTb nporpammMmHoro obecneyeHus n MaccnBoB VIHC*)OpMaLI,VII/I

A10.41 Mepbl 3alWmTbI OT HomkHbl 6bITb peanM3oBaHbl Mepbl MO OOHapPYXeHWHo,
BPeOOHOCHOro Koaa NpeaoTBPAaLLUEHNIO NPOHUKHOBEHMWS 1 BOCCTAHOBIIEHMIO
nocrne NPOHUKHOBEHWUS BPEOOHOCHOMO KOAa, a Takxe
AOImKHbl ObITb YCTaHOBMEHbI Npoueaypbl obecneyeHns
COOTBETCTBYHOLLErO OMOBELLEHMS NOMb30BaTeNnen
A.104.2 Mepbl 3alWLmTbI OT Tam, rae paspeLleHo ncnonb3oBaHne MOBUNbLHOro Koaa,

MOOUIbHOrO Koaa

KOHdpmrypaumsa cuctemMbl LormkHa obecnevmBaTb
YBEPEHHOCTb B TOM, YTO aBTOPM30BaHHbI MOOUSbHbIV
Kog, OYHKLMOHNPYET B COOTBETCTBUN C YETKO
onpeaeneHHon NonMTukon 6e3onacHoOCTN, a UCNOSTHEHNE
onepawum ¢ UCrnonb30BaHNEM HEABTOPU3OBAHHOIO
MobBunbHOro koga 6yaet NnpegoTBpaLLEHO

A10.5 Pe3epBupoBaHue

Llenb: MoaaepuBath LENOCTHOCTb M OCTYNHOCTL MHAbOpMaLMK U cpeacTB 06paboTku nHopmMaLnm

A.10.5.1

Pe3epBupoBaHune
NHcopmaLum

PesepBHble Konun nHgopmaumm 1 NporpamMmmMHoOro
obecneyeHnss AOIMKHbI CO34aBaTbCS, MPOBEPSATLCA U
TeCTUPOBAaTLCA Ha PErynsapHON OCHOBE B COOTBETCTBUM C
MPUHATLIMK TPeOOBaHMAMIN pe3epPBUPOBAHUS

A10.6 YnpaBneHue 6e30nacHOCTbIO ceTU

Llenb: O6ecneuntb 3awwmTy MHGOPMaLUM B CETSX U 3aLMTY NoaaepKMBatoLLEN MHGPACTPYKTYpPbI

A.10.6.1

CpefncTtBa KOHTpONs CETU

CeTn gomkHbl 6bITh agekBaTHO ynpaBiseMbiMy 1
KOHTPONMPYEMbIMUN B LIENSIX 3aLLMTbI OT Yrpo3 n
nogaepxaHmsi 6e30nacHOCTM CUCTEM U NMPUIIOXKEHWM,
NCNOMb3YIOLLMX CETb, BKIOYast MHGOpMaLnIO,
nepegasaemyto no ceTsam




A10.6.2

Be3onacHocTb ceTeBbiX
CcepBu1CcoB

Mepbl o6ecnevyeHnsa 6e3o0nacHOCTH, YPOBHMU
obcnymBaHns ons BCex CeTeBbIX yCyr n TpeboBaHms
ynpasrieHns A0mkHbI 6bITb OnpeaeneHbl U BKIMIOYEHbI B
nobor [oroBop 0 CETEBbLIX YCIyrax He3aBMCUMO OT TOrO,
npegocTaBnAlTCS N 3TU YCyr CBOMMU CUaMm Unn
CTOPOHHEN opraHu3aumuen

A10.7 O6paLleHMe c HocuTe NnAMMU NHc opmauum

Llenb: MpenoTBpaTTh HECAHKLMOHUPOBAHHOE pasrialleHne, Moanugukauuto, yaaneHme unm
YHUYTOXEHNE aKTMBOB M NpepbiBaHne 613Hec-npoL.eccos

A10.71 YnpaBneHne CbeMHbIMU [ns ynpaBneHnsa cbeMHbIMU HOCUTENSIMU MHGpopMaLLUn
HOCUTENAMKN NHGOPMaL MK AOJSDKHbI CYLLIECTBOBATb COOTBETCTBYHOLUME NPOLEeAypbl
A.10.7.2 YTunusayma Hocutenemn Hocutenun nHdopmaumm, Kkorga B HUX 6onbLue HeT
NHdopmaLnm HeobxoaAMMOCTH, AOMKHbI ObITb HAAEeXHO 1 6e3onacHo
YTUIM3NPOBaHbI C MOMOLLBIO (hopMann3oBaHHbIX Npoueny
p
A.10.7.3 Mpouenypbl 06paboTku [na obecnevenns 3awmtbl MHpopmaumm ot
nHdopmaLum HECaHKLMOHNUPOBAHHOIO PacKpbITUSA UK HENPaBUIbHOIO
NCnonb30BaHNA HEOHBXO4MMO YCTaHOBUTL NpoLeaypbl
06paboTkM 1 XpaHeHUs MHOpMaLLUN
A10.7.4 BesonacHocTb cucTemHoun CuctemHas JOKyMeHTaumst 4ormkHa ObITb 3almleHa oT

AOKYMEHTaLum

HeCaHKLMOHMPOBaAHHOIo AocTyna

A10.8 O6meH nHd opmMauumen

LleJ'IbZ nO,D,D,ep)KI/IBaTb 6e3onacHOCTb VIHC*)OpMaLI,VII/I 1 nporpaMmMmHoro obecneyeHus npu obmeHe BHYTPU
opraHmsauumm n co CTOPOHHUMKU opraHn3aunamm

A.10.8.1 MonuTtukn n npoueaypsbl [ormkHbl cyecTBoBaTh hopmanM3oBaHHbIe npoLleayps!,
obmeHa nHdopmaumen TpeboBaHuss 1 Mepbl KOHTPONS, obecneymBaloLLme
3awmTy obmeHa nHdpopmMaLu e Npy NCnosnb30BaHnA
CBS31 BCEX TUMOB
A.10.8.2 CornawleHns no obmeHy Mexay opraHvsaumen n CTOPOHHUMU OpraHn3aunamm




WHdpopmavumen

[0JDKHbI ObITb 3aKIOYEHbI CorrnaLLeHusi o obmeHy
MHchbopmMaLmet n nporpaMMHbIM obecrneveHnem

A.10.8.3 3awmTa mandeckmnx Hocutenn nHdopmaumm 0ormkHbl ObiTb 3alUMLLIEHbI OT
HocuTenen nHopmaLum Npu || HECaHKLMOHNPOBAHHOIO A0CTYNa, HEMPaBUITbHOTO
TpaHCNOPTUPOBKE NCNOMNb30BaHNS N NOBPEXOEHUS BO BpeMS KX

TPaHCNOPTUPOBKK 3a Npegenamm TeppuTopun
opraHu3sauum

A10.8.4 OnNEeKTPOHHbIN 0O6MeH NHdopmanms, ncnonb3yemas B 351eKTPOHHOM 0OMeHe
COO00LLEHNAMM COOOLLEHNAMM, A0IMKHA ObITh 3allMmLLEHa HaanexXalmm

obpaszom

A.10.8.5 Cuctembl 6usHec- TpeboBaHusa 1 npoueaypbl 4OMKHbI 6bITb pa3paboTaHbl 1

MHdpopmaLmm

BHeOpeHbl ANS 3aWmMTbl MHpopMaLmm, CBA3aHHOW C
B3aMMOAENCTBMEM CUCTEM BU3Hec-nHdopmMaLmm

A10.9 Ycnyrun aneKTpOHHOM TOProsnum

Ll,e]'lb: O6ecneymnTb 6e3onacHoOCTb ycnyr SﬂeKTpOHHOVI TOProeJ/M n nx ©e3onacHoe ucnonb3oBaHne

A.10.9.1

OrneKkTpoHHasA TOProBns

NHdpopmaLms, ucnonb3yemas B 351eKTPOHHOM TOProsrie,
npoxoasias no obLeaoCTyMNHbIM CETAM, LOIPkHA ObITb
3almleHa OT MOLLEHHMYECTBa, OCNapBaHus
KOHTPaKTOB, a TaKke OT HECAHKLIMOHMPOBAHHOIO
pasrnaileHms 1 Moaundukaumnm

A.10.9.2

TpaHcakuum B pexvme
pearnbHoro BpemeHu (on-line)

NHdopmaums, ucnonb3yemast B TpaHCakLUsIX B peXxume
peanbHoro BpeMeHnu (on-line), oormkHa 6bITh 3alwmLLeHa
AN NpeaoTBpaLLEHMS HEMOMHOM Nnepeaayu,
HenpaBWIbHOW MapLIpyTU3aL 1, HECaHKLMOHNPOBAHHOMO
N3MEHEHUs COOBLLIEHNI, HECAHKLIMOHMPOBAHHOTO
pasrnalleHusl, HECaHKLMOHNPOBAHHOIO KOMUPOBAHNUS UM
NOBTOPHOIro BOCNPOM3BEAEHNSA COODLLEHNI

A.10.9.3

O6wenocTynHas
NMHdpopmaLmst

NHdopmaLms, npegoctasnsemas yepes obLeoCTYNHY0
cucTemy, AofmkHa ObiTb 3awmLLeHa oT
HeCaHKUMOHNPOBaHHOW MogudmKaL mm

A10.10 MOHUTOPUHT




Llenb: OGHapy»*uBaTb HECAHKLMOHMPOBaHHbIE AENCTBUS, CBS3aHHble C 06paboTkon MHdopMaLum

A.10.10.1 BepneHue xypHanoB ayauta || JormkHbl 661Tb 06ecneyeHbl Be4eHne 1 XpaHeHve B
Te4yeHue onpeneneHHoro Nneproaa BpeMeH >XypHaros
ayauTa, perMcTpmpyowmx 4eNCTBUS NoSNb3oBaTeNeun,
HeLuTaTHbIe CUTyauun 1 cobbiTs NHGOPMaLMOHHON
6e3onacHoCTH, B LiEeNsiX NoMoLLy B OyayLumx
paccriegoBaHusX U NpoBegeHUN MOHUTOPUHIA KOHTPOSS
aoctyna

A.10.10.2 MOHUTOPWHI Ucnonb3oBaHua || JormkHbl 6bITb YCTAHOBIEHBI NpoLeaypbl, NO3BOMAOLLME

cpeacTe 06paboTku BECTU MOHUTOPUHT N PEryNApPHbIA aHanu3 pesynsTaToB
NHcopmaLum MOHWUTOpPUWHIa UCNOMb30BaHUA cpeacTB 06paboTkm
NMHpopmaL mm
A.10.10.3 3awmta nHcopmaum CpencTBa perycTpaumm n nHopmMaums xypHasnos
XXypHarioB permctpauunm permcTpaunm 4osmkHbl O6bITb 3alMLLEHbI OT
BMeLLaTeNnbCTBa U HECaHKLMOHUPOBAHHOIO JOCTyna
A.10.10.4 KypHanbl pernctpauum [encTeua cMcTeMHOro agMmMHuUcTparopa  CUCTEMHOIo
OENCTBUA agMUHMCTpaTopa || onepaTopa AOIPKHbI ObITb perMcTpmpyeMbiMm
n oneparopa
A.10.10.5 Peructpauus HencnpaBHOCTU OOIMKHBI ObITh 3aperMcTpPUpPOBaHbI,
HencnpaBHOCTEN npoaHanM3MpoBaHbl U yCTPaHEHbI
A.10.10.6 CuHXpoHM3aums YacoB Yacbl BCex COOTBETCTBYHOLLMX cucTeM obpaboTku

I/IH(*)OpMaLI,I/II/I B npeaenax opraHnsauun nnm OXpaHFleMOVI
30Hbl AOSPKHbI ObITb CUHXPOHN3NpPOBaHbI C MOMOLLbIO
€ANHOro NCTOYHMKa TOYHOro BpeMeHU

A11 KoHTponb aoctyna

A11.1 BusHec-1pe60oBaHUA K KOHTPOSO A0CTyNna

Llenb: KoHTponmpoBaTb [OCTYN K MHGopMaLMm

A11.11 H Monutrka KoHTponsA focTtyna

Monuntuka KOHTpPOIA AOCTYyNna AOJMKHa ObITb yCTaHOBJIEHA




N OOKYMEHTUPOBaHa C y4eToM noTpebHocTen GusHeca m
6e3onacHOCTU MHpopMaLum

A11.2 YnpaBneHue AOCTyNnom nonb3oBatesien

Ll,eJ'IbZ npe,D,OTBpaTI/ITb HecaHKLl,VIOHVIpOBaHHbIIZ AOCTyn nonb3oBartesnen K I/IH(.bOpMaLI,VIOHHbIM
cuctemam n obecneunTtb aBTOpMSOBaHHbIVI OoCTyn nonb3oBaTtenemn K 3TUM cuctemam

A11.2.1 PerncTtpauusa nonb3osartenei || JormkHa ObITb ycTaHOBNEHA hopmanmM3oBaHHas
npouenypa perMcTpaumm n CHATUSA C permctpaumm
nonb3oBartenen Ans NpeaocTaBieHns U OTMEHbI 4OCTyna
KO BCEM MH(POPMALMOHHBIM CUCTEMAM U1 yCryram

A11.2.2 YnpasneHve npusurieruamu || MNpegocTtasneHve n Ucnosb3oBaHe NpUBUIIErMn JOSMKHO
ObITb OrpaHU4EHHbLIM U KOHTPOSNMPYEMbIM

A11.2.3 YnpasrneHve naponamu NpenocTaBneHve naponen 4OmKHO bbiTb
nonb3oBaTtenemn KOHTpONnMpyeMbIiM nocpeacTBoM hopMarnn3oBaHHOro
npouecca yrnpasneHus

A11.24 MepecmoTp npas goctyna PykoBOACTBO AOSMKHO NEPUOANYECKMN OCYLLECTBIIATD
nonb3oBarenen nepecMoTp NpaB A4OCTyna nofb3oBaTenen, NCNonb3ys
hopmanM3oBaHHbI NpoLLecc

A11.3 OTBeTCTBEHHOCTbL NONb30oBaTerien

Llenb: MNMpepoTBpallarb HeECaHKLMOHNUPOBAHHBLIM AOCTYM Nosib30BaTesNen, a Takke KOMNpoMeTaLuo Unm
Kpaxy nHchopmaumm n cpeacts 06paboTkn nHdopmauum

A.11.3.1 Mcnonb3oBaHue naponem Monb3oBaTenu OorrkHbI cobnoaaTh nNpasuna
6e3onacHoOCTK Npu BbIGOpE 1 MCNOMNb30BaHMM Naporemn

A.11.3.2 O6opynoBaHue, Monb3oBaTenu OomkHbl obecnevnBaTb
OCTaBneHHoe COOTBETCTBYHOLLYHO 3amTy obopyaoBaHus,
nonb3oBarenem 6e3 OocTaBrieHHoro 6e3 npucmoTpa
npucmoTpa

A11.3.3 MpaBuna "dncToro ctona" n || JdormkHbl ObITb NPUHATLI NpaBwunia "4nctoro ctona" ans




"yncToro akpaHa"

AOKYMEHTOB Ha BYMaXHbIX HOCUTENAX U CMEHHbIX
HOCUTENEN AaHHbIX, a TakXe npasuna "4ncToro akpaHa"
Ans cpeacts 06paboTkm nHgopmaLmm

A11.4 KoHTponb ceTeBOro goctyna

Llens: MpegoTtBpatnTb HECAHKLMOHUPOBAHHBLIM AOCTYM K CETEBLIM CEpPBUCaM

A11.4.1 Monutrka B OTHOLLEHUM Monb3oBaTensm crnegyeT NPeaocTaBnAaTb 4OCTYN TOMbKO
NCMOnb30BaHUA CeTeBbIX K Tem ycnyram, no OTHOLLEHUIO K KOTOPbIM OHU
ycnyr cneuunansHo 661 aBTopU3oBaHbI
A11.4.2 AyTeHTudmkauns [ns KOHTpons 4ocTyna yaaneHHbIX nofib3osBaTenemn
nonb3oBartenen ans AOSDKHbI ObITb NPUMEHEHBI COOTBETCTBYIOLLME METOAbI
BHELLHUX COeAUHEHNI ayTeHTudmkaLmum
A11.4.3 NoeHTndmkaumns ABTOMaTUYECKasa naeHTndmkaumns obopynoBaHns
obopynoBaHua B ceTax AO0JSPKHa paccMaTpmuBaTbCS Kak cpeaCcTBO
ayTeHTUmKaum coeauHEHN, OCYLLECTBIISEMbIX C
onpeaeneHHbIX MECT U C onpeaeneHHbiM obopyaoBaHme
M
A11.4.4 3awmta guarHoCTU4ECKUX U || PU3n4ecKkuin n normyecknii 4oCTyn K noptam
KOHGMIypaLMOHHbIX MOPTOB || KOHGMIypaLum 1 4UarHOCTMKN AOSDKEH ObiTb
npv yaaneHHom JocTtyne KOHTPONMPYEMbIM
A11.4.5 MpuHUMN pa3geneHns B B ceTax AomkHbl 6bITb NPUMEHEHBI MPUHLMMbI
ceTax pasgerneHus rpynn MHAOOPMaLMOHHbIX YCIyT,
nonb3oBarenen u MHPOPMaLNOHHbLIX CUCTEM
A11.4.6 KoHTpornb ceTeBbIX lNoaknoyeHne nonb3oBaTenem K COBMECTHO
CoeVHEHNN NCMonb3yeMbIM CETSIM, OCOBEHHO K TeM, KOTOpble
BbIXOANAT 3a TEPPUTOPUIO OpraHn3auumn, Heobxoanmo
orpaHu4MBaTb B COOTBETCTBMU C MOSMTUKON KOHTPOSS
Aoctyna n TpeboBaHnaAMN BU3HEC-NPUNOXEHNI (CM.
A11.1)
A11.4.7 KoHTpone mapLupyTtusaumm B || JormkHbl ObITb BHEAPEHBLI CPeACcTBa yrpaBnieHus 1

CceTHn

KOHTPOISi MapLLPYTU3aL MmN B CETU C LIENbIO UCKITIOYUTD
HapyLLEHWS NpaBuWI KOHTPONA AocTyna aAns 6usHec-




MPUIOXEHW, Bbl3blBaeMble COeMHEHMAMW 1 NOTOKaMU
NHcopmaLum

A11.5 KoHTponb AgocTtyna K one pauyMoHHOW cucte Me

Ll,e]'lb: npe,El,OTBpaTI/ITb HecaHKLlVIOHVIpOBaHHbIIZ AOCTyn K ornepaunoHHbIM CUCTEMaM

A11.51 BesonacHble npoueaypbl KoHTponb JocTyna K ornepauyoHHbIM CUCTEMaM LODKeH
perucTpauum 6bITb 06ecneyveH GesonacHoOW NpoLeaypon permcTpaLmm
A11.5.2 NpoeHTudmkauns n Bce nonb3oBarenu JOmkHblI UMETb YHUKarnbHbIE
ayTeHTUdmKaumns naeHtudmkatopsbl (ID) Tonbko ANA NepcoHanbHOro
nonb3oBaTtens NCNOMb30BaHWs, a ANs NOATBEPXOEHNS 3asABIIEHHOM
NMYHOCTM Nonb3oBaTens A0MkHbl ObiTb BblOpaHbl
noaxoasime Metoabl ayTeHTudmkaymm
A11.5.3 CucTtema ynpasneHus CucTtembl ynpaBneHust naponsmMn A0SmkHbl ObITb
naponsiMm NHTEPaKTMBHLIMU 1 06ecneynBaThb BbICOKOE Ka4eCTBO
naponem
A11.54 Mcnonb3oBaHue cucTemMHblX || Aicnonb3oBaHWe CUCTEMHBIX YTUIUT, KOTOPble MOryT
yTUnuT npeofoneTb CpeacTBa KOHTPOMS ornepauoHHbIX CUCTEM
N NPUNoXeHN, HeobxoaMMO OrpaHNYMBaTb N CTPOro
KOHTpOnMpoBaTb
A11.5.5 Mepuoabl 6e3gencTens B Heobxoaonmo obecneunTb 3aBepLUeHe CeaHCOB CBA3U
ceaHcax CBs3N nocne onpegeneHHoro nepvoaa 6e3gencTems
A11.5.6 OrpaHu4yeHne BpeMeHu OrpaHu4eHue BpeMeHn CoeanHEHNS JOIMKHO ObiTb

coefuHeHus

MCMonbL30BaHO AN obecneyvyeHns AoNoNMHUTENbHON
Oe3onacHocTU

A11.6 KoHTponb aocTtyna K npuknagHbIM cucteMam 1 uHd opmaumm

Llenb: MpenoTBpatnTh HECAHKLMOHUPOBAHHBLIN AOCTYN K NPUKNAAHBIM cUcTeMaM 1 HdopmMaLmm

A11.6.1

OrpaHnyennst gocTyna K
NMHdpopmaLmm

HocTyn K MHpopmauum 1 yHKLMAM NPUKNAAHbBIX CUCTEM
nornb3oBarernen n obcnyxuBaroLero nepcoHasna AosmkeH




ObITb npenocTanBrieH TOJIbKO B COOTBETCTBUN C
onpeaerneHHbIMU NOJIMTUKaMn KOHTPONA AoCTyna

A11.6.2 N3onauusa cuctem, CucTtemsbl, obpabaTtbiBatoLpe BaxHyo NHGopMaumio,
obpabaTbiBalOLLMX BaXHYHO OOIMKHblI UMETh BblAEMNEHHYHO (M30NIMPOBaHHYHO)
WHcbopMaL Mo BbIYMCIUTENBHYIO Cpeay

A11.7 Pa6oTta ¢ nepeHOCHbIMU YCTPOMCTBAMU U paboTa B AUCTAaHLIMOHHOM pexume

Llenb: O6ecneunTtb nHGopMaLMOHHY0 6e30MacHOCTb NP UCNONb30BaHMN MEPEHOCHbBIX YCTPONCTB U
cpeacTs, HeobxoanmMbIX Ans paboTbl B ANCTAHLMOHHOM peXnme

A11.71 PaboTa ¢ nepeHOCHbIMU HeoGxogmmo nmeTb B Hanuy4um oopmanmn3oBaHHyHo
yCTponcTBammu NONUTUKY ONS 3aLLMTbI OT PUCKOB NMPU NCNOSIb30BaHUA
NEePEHOCHbIX YCTPONCTB

A11.7.2 PaboTta B guctaHLMOHHOM [ns paboTbl B AUCTAHLMOHHOM peXxmme HeobxoaMmo
pexme pa3paboTtaTtb 1 peanu3oBaTtb NONUTKKY, ONepaTUBHbIE
nnaHbl ¥ npoueaypbl

A12 Pa3paboTtka, BHeapeHue u obcnyxmBaHme MH( OpMaLUOHHbIX CUCTEM

A12.1 Tpe6oBaHus Kk 6e3onacHOCT™M MH( OPMALMOHHBLIX CUCTEM

Llenb: O6ecneunTb YBEPEHHOCTb B TOM, YTO 6€30MacHOCTb SABMAETCA HEOTbEMIIEMbIM CBOWCTBOM
BHeapAeMbIX UHOPMAaLIMOHHBLIX CUCTEM, 1 0GECneYmnTb BbinonHeHe TpebosaHuii 6esonacHoCTM Npu
pa3paboTke 1 3KChnyaTaumum CUCTEM

A12.1.1 AHanus un getanusauus B dopmynmnpoBkax TpebosaHu 6GusHeca Anst HOBbIX
TpeboBaHu 6e3onacHOCT || MIHGOPMALIMOHHBIX CUCTEM UI COBEPLLEHCTBOBAHUS
CYLLECTBYIOLLMX JOSDKHbI ObITh AeTanM3npoBaHb!
TpeboBaHns 6e3onacHoOCTH

A12.2 NpaBunbHaa ob6paboTka AaHHbIX B NPUNOXEHUAX

Ll.eJ'IbI npeLI,OTBpaTI/ITb oLmoKN, nortepro, HeCaHKUMOHNPOBAHHYHO MOLI,I/I(*)I/IKaLI,I/I}O nnn HenpaBuribHOE
ncnorb3oBaHne VIH(*)OpMaLWII/I B NMPUINOXKEHUAX




A12.21

MpoBepka 4OCTOBEPHOCTH
BXOAHbIX JaHHbIX

BxoaHble gaHHble AN NpUNoXeHUn AomkHbl ObITb
NOABEPrHyThl NpoLeaype NoaTBEPKAEHMS C LEerbto
YCTaHOBIEHUSA UX 4OCTOBEPHOCTU

A12.2.2

KoHTponb 06paboTku
AaHHbIX B NPUIOXEHMAX

[ns oBHapy>XeHUsA NCKaKeHUIN (OLLMBOK nnn
npegHamepeHHbIX 4encTBuin) npu obpaboTke
nHgopmMmaLnm B TpeboBaHUS K OyHKLUSIM NPUMOXEHWI
AOMKHbI ObITb BKIOYEHbI TpeboBaHMSA NO BbIMOIHEHUIO
KOHTPOIbHbIX MPOBEPOK

A12.2.3

LlenocTHOCTb co0bLeHMIA

HormkHbl 6bITb oNpeaeneHbl TpedboBaHusa Ans
obecnevyeHnss ayTeEHTUYHOCTU U 3aLUMThbI LLENIOCTHOCTHU
COOBLLEHMI B NPUIIOXKEHUAX, a TaKXe peanv3oBaHbl
COOTBETCTBYHOLLME CpeacTBa KOHTPOSS

A12.2.4

MoaTBepxaeHune
AOCTOBEPHOCTU BbIXOAHbIX
JaHHbIX

[aHHble, BbIBOAUMbIE U3 NPUNOXKEHUS, HEOBXOANMO
noaBepraTb NPOBEPKE Ha KOPPEKTHOCTb, YTODbI
obecneynTb YBEPEHHOCTb B TOM, YTO 06paboTka
NHpOpMaLIMKM BbIMNOSTHEHA NPaBUIIbHO

A12.3 KpunTorpacpmyeckue cpeacrsa 3almrbl

Llenb: 3awmiiaTe KOHGMAEHLMANbHOCTb, ayTEHTUYHOCTb UMK LLENOCTHOCTbL MHGOpMaL
KpunTorpadmyeckumm cpegctTeamm

A12.31 MonuTtrka ncnonb3oBaHuA HomkHbl 6bITb pa3paboTaHbl U BHeAPEHb! NpaBuna
KpynTorpagmyeckux cpeacTs || MICNonb3oBaHUs KpunTorpagmyeckmx cpeacTs 3amThbl
3aumThl nHgopMaLmm

A12.3.2 YnpaBrneHue Knoyamm [na peanusauunmn opraHmMsaumnen Kpuntorpadmy4eckmx

METO/I0B 3aLLUMThI JOSPKHA ObITb UCNOMNb30BaHa cuctTema
ynpaBreHus Kntoyamm

A12.4 Be3onacHOCTbL CUCTEMHbLIX hannos

Llens: O6ecneuntb 6€30nacHOCTb CUCTEMHbIX hainoB

A12.41

KoHTponb nporpammMHoro
obecneveHus,
HaxoasLerocs B

NPOMBbI LLTIEHHON

HeoGxogmmo ob6ecneuntb KOHTPOrib 3a NPOLLECCOM
BHeApPEHVS MPOrpaMMHOro obecneyeHus B
MPOMBILLIIEHHYO KCMyaTaLuio




KcnJyatauum

A124.2 3awmTta gaHHbIX [aHHble TeCTUpOBaHMA CrneayeT TwaTenbHO OTounpaTh,
TECTUPOBaHWNS CUCTEMbI 3aWwmLaTb U KOHTponMpoBaTh
A12.4.3 KoHTponb gocTyna K HocTyn K UCXOAHBIM Kogam OormkeH ObiTb orpaHuyeH

NCXOOHbIM Kogam

A12.5 Be3onacHoCTb B nNpoueccax pa3paboTkm n noaae pxkm

Llenb: MognepxmBaTh 6e30MacHOCTb NporpaMmmMHoro obecrnedeHnst NpuknagHbiX CUCTEM U
coaepxallencst B HUX MHcopmau mm

A12.51 Mpouenypbl KOHTPONS BHeceHve nsmeHeHun 4omkHO H6bITb NPOBEPEHO C
N3MeHEHUN NCMNofb30BaHMEM COOTBETCTBYIOLLMX (popManim3oBaHHbIX
npoueayp KOHTPOs N3MeHeHUn
A12.52 TexHn4eckun aHanuns [pv BHECEHUN N3MEHEHUN B ONepaLOHHbIE CUCTEMBI
NPVKIagHbIX CUCTEM Nocnie || Heo6xo4MMO NPOBECTU aHanm3 N TeCTUPOBaHNE
BHECEHWNSI UIBMEHEHWI B KPUTUYHBIX BU3HEC-NPUIIOXKEHNI C LLENbo
onepaLuoHHbIE CUCTEMBI YAOCTOBEPUTBLCS B OTCYTCTBUU HEraTUBHOMO BIIMAHUS Ha
paboTy n 6e3onacHOCTb opraHu3aumm
A12.5.3 OrpaHnyeHuns Ha BHeCeHme Heobxogmmo nsberatb MoanugmkaLnin naketos
N3MEHEHWIN B NakeTbl nporpamm, a Bce Tpebyemble N3MEHEHUSA OOSDKHbI
nporpaMmm noasiexaTb CTPOroMy KOHTPOSTHO
A1254 YTeuka nHdopmaumm BO3MOXHOCTU N5 yTEeYKN MHpOpMALLIUM AOSDKHBI ObITh
npeaoTBpaLLEHbI
A125.5 PaspaboTtka nporpammHoro || Pa3paboTka nporpammHoro obecnedeHuns ¢

obecneyeHuns ¢
NPVBEYEHNEM CTOPOHHMX
opraHuMsauun

NpUBMEYEHNEM CTOPOHHMX OpraHM3aLuiA JormkHa
NpPoBOAUTLCS NOA KOHTPOMEM M NMPU MOHUTOPUHTE
opraHv3auum

A12.6 MeHeAXXMEHT Te XHU4Ye CKUX YA3BUMOCTEN

Ll.eJ'IbZ CHu13uTb pUCKH, Asndropecad pedyrnbtatomMm NCnosib3oBaHUA OI'Iy6J'IVIKOBaHHbIX TEeXHNYECKUX

ysI3BUMOCTEMN




A12.6.1 YnpaBneHne TexHudeckummn || Heobxogmmo nonyvatb CBOEBPEMEHHYO MHApOPMALLMIO O
Yys1I3BMMOCTSAMM TEXHUYECKMX YA3BUMOCTSIX MCMNOSb3YEMbIX
NHGOPMALMOHHBIX CUCTEM, OLLEHMBATb OMAaCHOCTb TaKMX
YyS3BUMOCTEN U MPUHMMAaTh COOTBETCTBYHOLLME MEPbI NO
YCTPaHEHMWIO CBSI3@HHOIO C HUMMU pUCKa

A13 YnpaBneHue nHungeHTaMmm nHd opmaLMoHHON 6e3onacHOCTM

A13.1 OnoBelweHWe 0 HapylleHUsAX U HegocTaTKax UH( opMaLMOHHON Ge3onacHOCTH

Llenb: O6ecne4nTb onepaTtMBHOCTb OMOBELLEHNSI O COBbLITUAX MHPOPMaLMOHHOM 6e30NacHOCTU U
HapyLLEHUsX, CBA3aHHbIX C MHPOPMaLMOHHBIMW CUCTEMaMU, @ TakXe CBOEBPEMEHHOCTb
KOPPEKTUPYIOLLMX AEeNCTBUN

A13.1.1 OnoseLleHWe 0 cryyasax O cnyyasax HapyLeHust MHopMaLLMOHHOM Ge3onacHoCTH
HapyLleHns crnegyet coobLaTb No COOTBETCTBYIOLLMM KaHanam
NHOpMaLIMOHHOMN ynpaerieHns He3aMeLnMTenbHO, HACKOMbKO 3TO
©e3onacHoCcTn BO3MOXHO

A13.1.2 OnoBelleHne o Bce coTpyaHvku, nogpsagyunkm 1 nonb3oBateni
HepocTaTkax CTOPOHHMX OpraHu3aLui, Nonb3yoLmecs
©e3onacHoCcTun NMHPOPMAaLMOHHBIMU CUCTEMaMM U yCryramu, AOSDKHbI

He3amMeanmMTenbHO CooOLWATL O JMIObLIX 3aMeYEHHbIX UMK
npeanonaraeMbix HapyLLeHusX 6e3onacHoCTU B
cucTemax Unm ycryrax

A13.2 YnpaBneHue nHuuaeHTamm nHc opMmaLmoHHON 6e30MacHOCTU U ero ycoBe pLue HCTBOBaHU
e

Llenb: O6ecneunTtb nocnegoBaTenbHbiA 1 3dpeKTUBHBIN MOAXOA K YNPABIIEHUIO MHLMOEHTaMMN
NHOPMaLMOHHOM 6Ee30MacHOCTU

A13.21 OTBETCTBEHHOCTb U [ormkHbl 6bITb YCTAHOBIEHLI OTBETCTBEHHOCTL
npoueaypbl PYKOBOACTBa U npoLieaypbl, No3BonsoLme obecnevntb
ObicTpoe, 3thdekTMBHOE 1 NocneaoBaTenbHoe
pearmpoBaHue Ha MHUWOEHTbI MHGOPMAaLMOHHOMN
6GesonacHocTH

A13.2.2 3BneveHve ypokoB 13 [ormkHbl 6bITb ONpeaeneHsl MexaHn3Mbl, NO3BOSAOLLME




WMHUWOEHTOB

BeCTWU MOHUTOPWHI U permcTpauunio MHUNOEeHTOB

WMHPOpMaLMOHHOM NHGOPMaLMOHHON 6e3onacHOCTM No TMNam, obbemam u
B6es3onacHocTK CTOMMOCTSIM
A.13.2.3 C6op gokasaTenscTB Ha cnyyan, ecnv nHumaeHT nHdopmarMoHHON

6e30nMacHOCTN MOXET NPUBECTU K cyaebHOMyY
pa3bupatenbCcTBy (rpaXgaHCKOMY Ui YrOrIOBHOMY)
NPOTUB NnLLa U OpraHmn3aumun, MHopMaumnsa 4orkHa
ObITb cobpaHa, coxpaHeHa v npeacTaBrneHa cornacHo
npasunam oqopMIeHNs oKa3aTenbCTB, U3MOXKEHHbIM B
COOTBETCTBYHOLLMX JOKYMEHTaXx

A14 YnpaBneHue HenpepbIBHOCTLIO OU3Heca

A14.1 Bonpocbl nHt opMmaLMoHHON 6e30NacHOCTU yrnpaBfieHUA HernpepbIBHOCTLIO Ou3Heca

Llenb: Ha cnyyan, ecnv nHumMaeHT nHgopmManMoHHON 6e30nacHOCTM MOXET NpuBecTy K cyaebHomy
pasbupaTtenbCcTBy (rpaxgaHCKOMY UM YronoBHOMY) NPOTUB Nl Un opraHm3ammn, MHdopmau s
AormkHa 6bITb coBpaHa, coxpaHeHa 1 npegcTaBneHa cornacHo npasunam oopmrieHns
AoKa3aTenbCTB, U3NIOXKEHHBIM B COOTBETCTBYIOLLMX JOKYMEHTax

A14.11 BkritoveHve HormkeH 6bITb pa3paboTaH 1 NnogaepxaH ynpasnsemMbli
WMHJpOPMaLMOHHOM npouecc obecneyeHns HenpepbIBHOCTU B3Heca BO
6e30nacHOCTU B NpoLLeCC || BCeW opraHM3aummn ¢ y4eTomM TpeboBaHum
ynpasrieHus NHgopMaLMoHHON 6e3onacHOCTW, HeobxoaMMbIX A4S
HenpepbIBHOCTbLIO 613Heca || obecneyeHns HenpepbIBHOCTM GU3Heca opraHmM3auum

A141.2 HenpepbiBHOCTb 6usHeca || CobbITusi, KOTOpblE MOMYT CTaTb NPUYMHON NpepbiBaHUSA
N OLleHKa pucka BGu13Hec-nNpoLeccoB, AOMKHbI ObITb CBA3aHbI C OLeHKaMu

BEPOSAITHOCTM U CTENEeHN BO3OENCTBUS TaKnX
npepbiBaHWK, a Takxe C UX NocneacTBUsIMU Ans
NHGopMaLMoHHON 6e3onacHoOCTH

A14.1.3 PaspaboTtka n BHeapeHune || JormkHbl ObiTb pa3paboTaHbl 1 BHEAPEHbI NNaHbl ANd
MNnaHoB HENpPepbIBHOCTU NOAAEPXKN UM BOCCTaAHOBNEHNSI paboThbl 1
Ou3Heca, BKMoYalWmMx B || obecneyeHns 4OCTYNHOCTU MHGopMaLmMm Ha Tpebyemom
cebs HOPMaLMOHHYHO YpOBHe 1 B TpebyemMble CPOKM Nocne NpepbiBaHUS Ui
6e3onacHoCTb OoTKasa KpuUTu4eckux busHec-npoL,eccos

A14.14 CTpyKTypa nnaHa HomkHa 6bITh CO3aaHa eguHasn CTPyKTypa nnaHoB

obecneyeHus
HenpepbIBHOCTM OU3Heca

HenpepbiIBHOCTA BusHeca, no3sonstowan obecneyuntb
HenpoTnBOPEYNBOCTb BCEX NMI1AaHOB ANA




nocnegoBaTenbHOro BbINOSHEHNSI BCEX TpeboBaHWM K
NMHopMaLMOHHOM 6e30MacHOCTM U 1S pacCTaHOBKM
NPVYOPUTETOB NPU TECTUPOBAHUN U OB CIYy>XMBaHUA

A141.5

TecTupoBaHue, nogaepxka
1 NepecmoTp NyaHoB Nno
obecneyeHuo
HenpepbIBHOCTN BU3Heca

MnaHbl No obecneyeHnto HenpepbIBHOCTN OU3Heca
OOJDKHbI NOANEXaTb PerynsipHoOMy NepecmoTpy u
OOHOBMEHMIO C LieNblo 06eCcneyYnTb UX aKTyanbHOCTb U
3pPeKTUBHOCTb

A15 CootBeTCTBME TPEOOBAHMAM

A15.1 CooTBeTCTBME NPaBOBbLIM TPE€OOBaHUAM

Llenb: MpepoTepallaTh Ntobble HapyLLEeHNst HOPM YroNOBHOIO M FpaXaaHCKOro npaea, TpeboBaHui,
YCTaHOBSIEHHbIX HOPMATUBHO-MPABOBbLIMM aKTamu, PETYNMPYHOLLMU OpraHaMmn Ui JOrOBOPHBIMU
obs3aTenscTBamu, a Takxe TpeboBaHui 6Ge3onacHoCTy

A15.1.1

Onpegenexune
NPUMEHUMbIX HOPM

Bce npyMeHnMbie HOpMbI, YCTaHOBIIEHHbIE
3aKoHO4ATENbCTBOM U UCMOSNHUTENBHLIMW OpraHamm
BnacTu, TpeboBaHnsa AOroBOPHbIX 00A3aTeNbCTB U
nopsiAoK KX BbIMOMHEHNS cregyeT YeTKO OnpeaenuTb,
AOKYMEHTUPOBATb 1 NOAAEPHMBATL HA aKTyarbHOM
YPOBHE AN Kaxg0on NHPOPMaLMOHHOM CUCTEMbI U
opraHusauum

A15.1.2

MpaBa Ha
WHTENMEeKTYyarnbHYyHo
cobCTBEHHOCTb

HomkHbl 6bITb BHEAPEHBI COOTBETCTBYHOLLME NPOLIEAYPbI
AN NPUMEHEHNS 3aKOHOA4aTeNbHbIX, PEryrMpYOLLMX U
KOHTPaKTHbIX TpeboBaHWI K UCMOMNb3yeMbIM MaTepuanam
C y4€TOM MpaB Ha MHTENNEKTyanbHy0 COOCTBEHHOCTL, a
TaKxe npasB Ha UCNOMb30BaHME NPOrPaMMHbIX NMPOOYKTOB,
SABMAIOLUMXCS NpegMeToM YacTHON COBCTBEHHOCTU

A151.3

3almTa y4eTHbIX 3anmcen
opraHv3auum

BaHble y4eTHble 3anncu opraHm3aunm OmkHbI ObiTb
3aLlMLLeHbl OT yTpaThbl, paspyLleHns 1 ganscudukaumm B
COOTBETCTBUM C TPEOOBAHUSIMU, YCTAHOBIIEHHLIMU
3aKoOHaMU, AOKYMEHTaMMN OPraHOB UCMOSTHUTENbHON
BNacTW, KOHTpakTamMmu u TpedoBaHnaMn busHeca

A15.1.4

3awpta gaHHbIX U
KOHMAEHUMANbHOCTb
nepcoHarnsLHon

NMHdpopmaLmm

3awmTa gaHHbIX M KOHGMOEeHUNaNbHOCTb NEPCOHAarbHON
NHcopMaLmm OormkHbl ObITb 06ecneyeHbl B
COOTBETCTBUM C TPeOOBAHUSAMM 3aKOHOB, HOPMaTUBHbIX
aKTOB U, [1e 3TO NPUMEHNMO, B COOTBETCTBUM C




NONoXeHNAMN KOHTPaKTOB

A15.1.5 lMpepoTBpaLleHne [omkHbl 6bITb NPUMEHEHBI MEPbI KOHTPONA ANS
HeL.eneBoro npegoTBpaLLeHUs HeLerneBoro NCNosib3o0BaHNs CpeacTs
NCNonb30BaHnsl CpeacTB || 06paboTkun nHpopmaumm
06paboTkn nHpopmaLum

A15.1.6 PerynuposaHue CpeacTBa Kpuntorpagmyeckomn 3amTbl JOMkHbI ObITh
NCMonb30BaHUA CpeacTB || UCMONb30BaHbl B COOTBETCTBMM C 3aKOHaMU,
KpvnTorpagumyeckon HOpPMaTMBHbLIMW aKTaMmn 1 COOTBETCTBYIOLLMMMU
3awmThbl cornawlieHMsamMm

A15.2 CooTBeTCTBME NOMIUTUKAM U CTaHOAapTaMm 6€e30nacHOCTM U TeXHN4YeCKoe COOTBe TCTBUe
TpeboBaHMAM Ge3onacHOCTH

Ll.eJ'IbI O6ecneynTb COOTBETCTBUE CUCTEM opraHmn3aunoHHbIM NONMUTUKaM U CTaHaapTam ©e3onacHocCT

"
A.15.21 CooTBeTcTBME NOoMMTUKaM || PykoBoautenu gormkHbl obecnevnTs, 4Tobbl BCe
W cTaHgapTam npouenypbl 6e3onacHOCTN B UX cdpepe OTBETCTBEHHOCTU
©e3onacHocTn OblnM BbINOMHEHbI NPaBUIIbHO 1 COOTBETCTBOBAIM
nonuMTuKam u ctaHgaptam 6e3onacHoCTm
A15.2.2 MpoBepka TEXHNYECKOro NHopMaLMOHHbIE CUCTEMBI CrneayeT perynapHo

COOTBETCTBUSA
TpeboBaHNAM
©es3onacHocTuU

NPOBEPSATb Ha COOTBETCTBME TpeboBaHMAM CTaHOApPTOB
©e3onacHocTun

A15.3 Bonpocbl ayauta nH opMaLMOHHbIX CUCTEM

Lle]'lb: lNoBblweHWEe SC*)CpeKTI/IBHOCTVI npouecca ayauta VIHd)OpMaLl,VIOHHbIX CUCTEM U CHUNXEeHNe
HeraTMBHOIo BIMAHUA, CBA3AaHHOIO C AaHHbIM npoLeccom

A.15.3.1 Mepbl ynpaBneHus TpeboBaHusa 1 Npoueaypbl ayauta, BKYatowme B cebs
ayauTom NPOBEPKN OnepaLnoHHbIX CUCTEM, HEOOXOANMO
WMHPOPMALMOHHbBIX CUCTEM || TLWATENBHO NNaHNPOBaTb M COMMacoBbIBaTb, YTOObI

CBECTUN K MUHUMYMY PUCK NpepbiBaHnst GusHec-
npoLieccos

A.15.3.2 3aumTa [ocTyn K MHCTPpYMEHTanbHbIM CpecTBamM ayauta




WNHCTPYMEHTanbHbIX NHAOPMALIMOHHBIX CUCTEM HEOGXOAMMO 3alUMLLATE ANA
cpeacTs ayauTa npeaoTBpaLLEHUs NIOGON BO3MOXHOCTU MX
NHOPMALIMOHHBIX CUCTEM || HENMPaBUITbHOIO MCMOSb30BaHUS UM KOMNPOMETaL U

* TepmuH "Briagernen” (owner) onpegeneH Kak nmuo um opraHm3aums, Ha KOTOpYH BO3roXeHa
YyCTaHOBIIEHHAsi OTBETCTBEHHOCTb YNpaBfeHnsi N0 KOHTPOSIO NPON3BOACTBA, pa3paboTke, nogaepx ke,
NCNONb30BaHUIO U 6e30nacHOCTM akTMBOB. TepMUH "Brnageney” He 03Ha4YaeT, YTo AaHHOEe Lo
dakTU4ECKM MMEET NpaBa COOCTBEHHOCTM Ha 3TOT aKTUB.

** Mopg, crnosom "TpygoycTponcTeo" (employment) 3gechb NOHATHI Criegyowme CUTyauun: npuem Ha
paboTy (BPEMEHHYIO UM MOCTOSIHHYIO), HA3Ha4YeHWe Ha AOIMKHOCTb UMM NEPEBOA Ha APYryto LOMMKHOCTb,
nepeoopmrieHne KOHTPaKTOB Ui aHHYNIMPOBaHNE KakuxX-Nnbo 13 aTux CUTyaLui.

MNMpunoxeHune B (cnpaBo4Hoe). NMpuHUunMnbl OpraHnsauum
3KOHOMMYECKOro coTpyaHM4yecTBa U pasBuUTusa u
HacToALWMUN CTaHaapT

Mpunoxexne B
(cnpaBoyHoeE)

MpuHUMNbI OpraHn3aL M 3KOHOMUYECKOTO COTPYAHNYEeCTBa
N pa3BUTUS U HACTOSILLMIA CTaHaapT

MpyHumnel, npeacTtasneHHble B PykoBoactee O3CP no obecneveHunto 6e3onacHocTu
NHGOPMALMOHHBLIX CUCTEM U ceTel [1], NPMMEHMbI KO BCEM YPOBHSIM MOMUTUKM 1 SKCMyaTauum,
KOTopble onpeaenstoT 6e3onacHOCTb MHAOPMAaLMOHHBIX CUCTEM U ceTel. HacToswmn ctaHgapT
npeanaraeT KOHLENTYyanbHY0 OCHOBY CUCTEMbI MEHEAXKMEHTA MHApOpMaLIMOHHON 6e3onacHOCTY Ans
peanusauunmn HekoTopblX U3 npuHUmnos OIJCP ¢ ucnonb3oBaHnem mogenm PDCAn npoueccos,
OnucaHHbIX B pasgenax 4, 5, 6 n 8. MNpuHuymnel O3CP n mogens PDCA npuBegeHs! B Tabnuvue B.1.

Tabnmua B.1 - MpuHunnel O3CP u mogens PDCA

MpuvHunn OBCP CooteetcTBytowmin npouyecc CMAB n ctagns PDCA

OcBenOMIEHHOCTL [aHHble MeponpuaTUS ABNAKTCS YacTbio CTagun
"OcywecTeneHne" (cm. 4.2.2 n 5.2)

Y4acTHUKN A0IMKHBI ObITb OCBEAOMIIEHBI O
HeobxoaumocTn obecneyeHus 6e3onacHoOCTU




NHEPOPMAaLMOHHBLIX CUCTEM N CETEN U O TOM,
YTO OHWM MOTYT cAenaTtb 4719 NOBbILLEHNS
ypoBHS 6e3onacHoCcTur

OTBeTCTBEHHOCTbL

Bce yyacTHUKM ABNAOTCS OTBETCTBEHHLIMM
3a 6e30nacHOCTb NHGOPMALMOHHBIX CUCTEM U
ceTen

[aHHble MeponpusATUA ABMNAIOTCA YacTbo CTagun
"OcywecTeneHne" (cm. 4.2.2 1 5.1)

PearnpoBaHue

YYacTHUKKN JOIDKHBI AeCTBOBaTb COBMECTHO
N CBOEBPEMEHHO, YTOObI NpeaoTBpawaTh,
obHapyxvBaTb MHLWOEHTbI 6e30MacHOCTU U
pearmpoBaTb Ha HUX

AsnsieTcsa yacTbio cTagum "Mpoeepka" oesaTensHoOCTU
MO MOHUTOPWHIY (CM. 4.2.3, pa3gen 6 n 7.3) u
MEepPONPUATUIA MO pearnpoBaHuio ctagum "Lencteme”
(cm. 4.2.4, 8.1, 8.2 1 8.3). laHHble MeponpuaTUS
MOryT ObITb TaKXXe OXBa4Y€Hbl HEKOTOPbIMMU
anemeHtamu ctagum "lNnaHuposaHune” n "MNposepka”

OueHka pucka

Y4acTHUKM AOMKHbI MPOBOAUTL OLEHKY
pUCKOB

OTOT BUA OEATENLHOCTUN ABNSETCSH YacTbio CTagum
"MNnaHnpoBaHne" (cMm. 4.2.1), a NOBTOpHas OLeHKa
(nepeoueHka) pucka sSBfigeTCcsa YacTbio cTaguu
"MpoBepka" (cm. 4.2.3, pasgen 6 un 7.3)

Pa3paboTtka u BHegpeHue 6e3onacHoOCTM

Y4YacTHUKN AOSMKHbI BHEAPUTL 6E30MacHOCTb
KaK BaXKHbIN 311EMEHT MHGOPMALMOHHbIX
CUCTEM 1 ceTen

Mocrne BbINOMHEHMS OLLEHKMN PUCKOB BblIOMpAOT MepbI
ynpasneHus ans o6paboTkm pUCKOB Kak YacTb
ctagun "lNnaHupoBaHue” (cm. 4.2.1). Ctagums
"OcywectBneHune” (cm. 4.2.2 n 5.2) oxsaTbiBaeT
3aTeM BHeapeHue n obecneyeHve
byHKLMOHMPOBAHNS 3TUX MeP ynpaBrieHns

MeHeaXmeHT 6e3onacHoc™

Y4YacTHUKN OOIMKHBI NPUMEHATb BCGCTOpOHHI/II7I
nogxon K MeHe )KMEHTY B6esonacHocTu

MeHeoXMeHT pUCKOB NpeacTasnseT cobown npouecc,
BKIOYaoLwmn B ceba npegoTBpalleHne, obHapyxeHue
MHUWOEHTOB M pearmpoBaHne Ha HuX,
COMpOBOXOEHME, aHanu3 n ayaut. Bce aTn Bonpochl
peLatoT Ha cTagusax "lMNnaHmpoBaHme”,
"OcywwecTeneHne", "lNMposepka" u "dencteme”

NMoBTOpHaA oueHKa

Y4YacTHUKN OOIMKHbI aHanM3npoBaThb U
NOBTOPHO OLIEHMBATb COCTOSAAHME
6e3onacHOCTM MHPOPMALMOHHBIX CUCTEM U
ceTen, N BHOCUTb COOTBETCTBYIOLLME
N3MEHEHMS B MOMMUTUKY, NPaKTUKY, MePbI U
npouenypbl 6esonacHocTn

MepeovLeHka (NOBTOPHAs oueHKa) MHGopMaLMOHHON
6esonacHocTn aBnseTcs YacTbio cTagum "lNMposepka”
(cm. 4.2.3, pasgen 6 n 7.3), Ha KOTOPOM 4OIPKHbI ObITb
npeanpuHATLI perynspHble aHanm3abl 3deKTUBHOCTH
CUCTEMbI MEHEeXXMEHTA NHGOPMAL,MOHHOM
6Ge3onacHOCTH, a NOBbILLEHNE YPOBHA 6€30NacHOCTM
ABNSETCA YacTbio cTagun "Oenctene" (cm. 4.2.4, 8.1,
8.21n8.3)




NMpunoxeHune C (cnpaBo4yHoe). CpaBHEHUE CTPYKTYPbI
HacTosLWero craHagapTa Co CTPYKTypaMu MeXayHapoaHbIX
ctaHpaptoB UCO 9001:2000, UCO 14001:2004

Mpunoxexne C
(cnpaBo4HOE)

CpaBHeHMWe CTPYKTYpbl HACTOSILLEro CTaHAapTa Co CTPYKTypamm
mMexayHapoaHbix ctaHgaptos MCO 9001:2000, MCO 14001:2004

B tabrmue C.1 npuBegeHo cpasHeHue cTpykTyp MCO 9001:2000, MCO 14001:2004 1 HacTosLLero
cTaHpapTa.

Tabrmumua C.1 - CpaeHeHune cTpykTyp MCO 9001:2000, MCO 14001:2004 1 HacTosLEro cTaHgapTa

HacTosawun ctaHgapT NCO 9001:2000 NCO 14001:2004

BeeneHune

Ob6Lwme nonoxxeHus

MpoueccHbIM noaxoa

Bo3mo)xHOCTb COBMECTHOMO
NCNOMNb30BaHNs C ApYrummn
cuctemamm yrnpaBsneHus

BeeneHue

O6Lwme nonoxxeHus

[MpoueccHbIM noaxon

Cesab ¢ MICO 9004 [9]

CoBmecTMOCTb C Opyrmmmn
cncreMamMmmn MeHeaXXMeHta

BesepneHue




1 O6racTb NpUMeHeHNs

1.1 O6wme nonoxeHuns

1.2 NpumeHeHne

1 O6nacTb NpUMeHeHNs

1.1 O6wme nonoxeHuns

1.2 MNpumeHeHne

1 O6nacTb NpUMeHeHns

2 HopmaTuBHbIE CCbISIKU

2 HopmaTuBHbIE CChISKN

2 HopmaTtuBHbIE CCbISKK

3 TepmuHbI 1 onpeaeneHns

3 TepmuHbI 1 onpeaeneHns

3 TepMuHbI 1 onNpeaeneHns

4 Cnctema MeHegXMeHTa
WMHJpopMaLMOHHOM
©esonacHocTH

4.1 O6wyme TpeboBaHus

4.2 Paspabotka CMUB.
Ynpasnenne CMNB

4.2.1 Pagpaborka CMNB

4.2.2 BHeppeHve u
dyHKLMoHnposaHme CMNB

4.2.3 lNpoBeneHve
MOHUTOPUWHra n aHarmsa CMUb

4.2.4 MNopnepxka v ynydlieHve
CMMB

4 Cyctema MeHegXMeHTa
KayecTBa

4.1 O6wwpe TpeboBaHus

8.2.3 MOHUTOPWHI 1 U3MepeHue
npoueccos

8.2.4 MOHUTOPWHT 1 n3mepeHve
npogyKLmm

4 TpeboBaHUs cucTeMbI
ynpaerneHus B 06nacTu oxpaHbl

oKpy>KatoLlen cpenbl

4.1 O6wyme TpeboBaHms

4.4 BHegpeHve n akcnnyatauus

4.5.1 MOHUTOPWHI 1 U3MepPEHnEe




4.3 TpeboBaHus kK
AOKyMeHTaumu

4.3.1 O6Lwme nonoxxeHus

4.3.2 YnpasneHue
AOKYMEHTamu

4.3.3 YnpasneHue 3anncsamm

4.2 TpeboBaHUA K AOKYyMEHTaL N

4.2.1 O6Lme nonoxeHns

4.2.2 PykoBOACTBO MO Ka4yecTBy

4.3.2 YnpaBneHvue 4OKyMeHTauune
n

4.2.4 YnpasneHve 3annucsamu

4.4.5 Mepbl KOHTpOIA
AOKYMeHTaLmm

4.5.4 Mepbl KOHTpOMA B
OTHOLLEHUW YYETHbIX 3anncemn

5 OTBEeTCTBEHHOCTb
pykoBoacTBa

5.1 ObgasartenbcTBa
pykoBoacTBa

5 OTBETCTBEHHOCTb PYKOBOACTBA

5.1 ObasarenbcTBa pykoBoacTBa

5.2 OpueHTtaums Ha noTpebuTens

5.3 Monutuka B obnacTu KkadecTBa

5.4 NMnaHupoBaHue

5.5 OTBEeTCTBEHHOCTb,
MONTHOMOYUSA N OOMEH

NHdopMaLmen

4.2 MNonutrka B 06nacTn oxpaHbl
OKpy>KatoLlen cpefbl

4.3 lNnaHnpoBaHune

5.2 YnpasneHue pecypcamu

5.2.1 ObecneyeHne pecypcamu

6 YnpaBneHue pecypcamu

6.1 O6ecneveHune pecypcamm

6.2 Yenose4eckue pecypchbl




5.2.2 NogrotoBka,
0CBEOOMITEHHOCTb U
KBanMdmkaumsa nepcoHana

6.2.2 KOMNETEHTHOCTb,
OCBEOMIIEHHOCTb M MOArOTOBKA

6.3 NHdpacTpykTypa

6.4 NponsBoacTBeHHas cpena

4.4.2 Oby4yeHue,
OCBEOMIIEHHOCTb 1
KOMMNETEHTHOCTb

6 BHyTpeHHue ayantsl CMUB

8.2.2 BHyTpeHHWe ayauThl
(nposepkm)

4.5.5 BHyTpeHHuUn ayaut

7 AHarm3 CMNB co CTOpOHBI
pykoBoAcCTBa

7.1 O6wme nonoxexus

7.2 BxoaHble AaHHble Ans
aHanmsa CMNB

7.3 BbixogHble gaHHble
aHanmsa CMNB

5.6 AHanm3 co CTOPOHbI
pykoBoACTBa

5.6.1 O0wme nonoxeHuns

5.6.2 BxoaHble AaHHble Ans
NpoBeaEeHNsA KOHTPOSLHOIO
aHanusa

5.6.3 BbixogHble gaHHble
KOHTPOSIbHOro aHanu13a

4.6 KOHTPOSbHbLIN aHanun3 co
CTOPOHbI pyKoBOACTBA

8 Ynyywenne CMUB

8.1 NocTosAHHOE yrny4lUeHne

8.2 KoppekTupytome
aencTeuna

8.3 MNpenynpexpatome
aencrteungd

8.5 CoBepLueHcTBOBaHUE

8.5.2 HenpepbiBHOE
COBepLLUEHCTBOBaHWNe

8.5.3 KoppekTupytowme gencTaunst

8.5.4 lNpeBeHTUBHbIE AENCTBUA

4.5.3 HecooTBeTcTBME,
KOPPEKTMBHbIE N NPEBEHTUBHbLIE
aencrteuns

Mpunoxexue A Llenn n mepel
yrpaBneHus

MpunoxeHue A PykoBogcTBo Mo
NCNOSb30BaHMIO 3TOro cTaHdapT
a




MpunoxeHue B MNpuHUMnbI
O3CP u HacToAwmMI cTaHaapT

MpunoxeHne C CpaBHeHne
CTPYKTYpPbl HACTOSLLErO
cTaHgapTa Co CTpyKTypamu
MeXOyHapO4HbIX CTaH4apToB
NCO 9001:2000, NCO
14001:2004

MpunoxeHne A CooTBeTCcTBME
NCO 9001:2000 n NCO
14001:2004

CooteetcTBUE Mexay NCO
14001:2004 n CO 9001:2000

Mpunoxexne D CeneHuns o
COOTBETCTBMM HALMOHAmNbHbIX
cTaHgapTtoB Poccuimnckom
denepaumnm cCblfIOYHbIM
MeXOyHapo4HbIM CTaH4apTam

NMpunoxeHune D (cnpaBoyHoe). CBeaeHNA 0 COOTBETCTBUM
HauMmoHanbHoOro craHpapta Poccunckon depepauumn
CCbIJTIOYHOMY MeXAYHapoOHOMY CTaHAapTy

Mpunoxexue D
(cnpaBoyHoeE)

CBefneHnsi 0 COOTBETCTBUM HaLMOHarnbHoro ctaHgapta Poccuinckon deaepaumm
CCbIIOMHOMY MEXOYHapOAHOMY CTaHO4apTy

Tabrvmua D.1

O603HavyeHne CCbISTOYHOro
MeXOyHapO4HOro ctaHgapTa

O603Ha4YeHne n HaMmeHoBaHus COOTBETCTBYIOLLEro HaluoHarbLHoOro

CTaHaapTa

NCO/M3K 17799:2005

TOCT P NCO/M3K 17799-2005 NHdopmaLIMOHHAA TEXHOMNOIUS.
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